MDS,|PulseNET

Network {' Management System

Version 2.2

Enterprise

An Enterprise Management Tool for GE MDS Products
and other | P-Connected Devices

MDS 05-6568A01, Rev. A
FEBRUARY 2011

Digital Energy

MDS

b)
=)
=
O
1%
| -
Q
7
-




Quest Copyright Notice

© 2011 Quest Software, Inc.
ALL RIGHTS RESERVED.

This guide contains proprietary information protected by copyright. The software described in this guide is furnished
under a software license or nondisclosure agreement. This software may be used or copied only in accordance with
the terms of the applicable agreement. No part of this guide may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying and recording for any purpose other than the purchaser’s
personal use without the written permission of Quest Software, Inc.

The information in this document is provided in connection with Quest products. No license, express or implied, by
estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of
Quest products. EXCEPT AS SET FORTH IN QUEST'S TERMS AND CONDITIONS AS SPECIFIED IN THE
LICENSE AGREEMENT FOR THIS PRODUCT, QUEST ASSUMES NO LIABILITY WHATSOEVER AND
DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL QUEST BE LIABLE FOR ANY
DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF
INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF QUEST HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest makes no representations or warranties with
respect to the accuracy or completeness of the contents of this document and reserves the right to make changes
to specifications and product descriptions at any time without notice. Quest does not make any commitment to
update the information contained in this document.

If you have any questions regarding your potential use of this material, contact:
Quest Software World Headquarters

LEGAL Dept

5 Polaris Way

Aliso Viejo, CA 92656

www.quest.com

email: legal@quest.com

Refer to our Web site for regional and international office information.

Patents
This product includes patent pending technology.

Trademarks

Quest, Quest Software, the Quest Software logo, Foglight, IntelliProfile, PerformaSure, Spotlight, StealthCollect,
TOAD, Tag and Follow, Vintela Single Sign-on for Java, and vFoglight are trademarks and registered trademarks of
Quest Software, Inc in the United States of America and other countries. For a complete list of Quest Software’s
trademarks, please see http://www.quest.com/legal/trademark-information.aspx. Other trademarks and registered
trademarks are property of their respective owners.

Third Party Contributions

MDS PulseNET contains some third party components. For a complete list, see the License Credits page in
<INSTALLDIR>\docs\core\pdf.


http://www.quest.com
mailto:legal@quest.com
http://www.quest.com/legal/trademark-information.aspx 

About Quest Software, Inc.

Quest Software simplifies and reduces the cost of managing IT for more than 100,000 customers worldwide. Our
innovative solutions make solving the toughest IT management problems easier, enabling customers to save time
and money across physical, virtual and cloud environments. For more information about Quest go to
www.quest.com.

About GE MDS

Over two decades ago, GE MDS began building radios for business-critical applications. Since then, we have
installed thousands of radios in over 110 countries. To succeed, we overcame impassable terrain, brutal operating
conditions and disparate, complex network configurations. We also became experts in wireless communication
standards and system applications worldwide. The result of our efforts is that today, thousands of utilities around the
world rely on GE MDS-based wireless networks to manage their most critical assets.

The majority of GE MDS radios deployed since 1985 are still installed and performing within our customers' wireless
networks. That's because we design and manufacture our products in-house, according to ISO 9001 which allows
us to control and meet stringent global quality standards.

Thanks to our durable products and comprehensive solutions, GE MDS is the wireless leader in industrial
automation—including oil and gas production and transportation, water/wastewater treatment, supply and
transportation, electric transmission and distribution and many other utility applications. GE MDS is also at the
forefront of wireless communications for private and public infrastructure and online transaction processing. Now is
an exciting time for GE MDS and our customers as we look forward to further demonstrating our abilities in new and
emerging markets.

As your wireless needs change you can continue to expect more from GE MDS. We'll always put the performance
of your network above all. Visit us at www.gemds.com for more information.

GE MDS ISO 9001 Registration
GE MDS adheres to the internationally-accepted 1SO 9001 quality system standard.

To GE Customers

We appreciate your patronage. You are our business. We promise to serve and anticipate your needs. We will strive
to give you solutions that are cost effective, innovative, reliable and of the highest quality possible. We promise to
build a relationship that is forthright and ethical, one that builds confidence and trust.

Related Materials on the Internet—Data sheets, frequently asked questions, application notes, firmware upgrades
and other updated information is available on the GE MDS Web site at www.gemds.com.

Manual Revision and Accuracy

This manual was prepared to cover a specific version of our product. Accordingly, some screens and features may
differ from the actual version you are working with. While every reasonable effort has been made to ensure the
accuracy of this guide, product improvements may also result in minor differences between the manual and the
product shipped to you. If you have additional questions or need an exact specification for a product, please contact
our Customer Service Team using the information at the back of this guide. In addition, manual updates can often
be found on the GE MDS Web site at www.gemds.com.

User’'s Guide
February 2011
Version 2.2


http://www.quest.com




Table of Contents

INEFOTUCTION ..ottt bbb 7
Understanding PUISENET ROIES.........c.cueuiiiieiiirieiste ettt 7
LOGGING IN 10 PUISENET ...ttt ettt s8££ttt 8
WOTKING WIth PUISENET ..ottt bbb 11
SUMMATY DASHDOAIT .......vvviiiiiciie ittt s st a s 11
OVEIVIEW TAD ..ttt ettt 5 522 bbb bbbttt 12
TOPOIOGY EXPIOTET TAH vttt 14

Role Summary Views

DBEAI VIBWS. ...ttt ettt ettt s8R 8 28 EAEbeER bbb s ettt
PEITOMMANCE TAD....ovieiieiiie bbb bbbttt 20
Device CoNfIGUIAtION TAD .....cvviiiieiciiei sttt s s 21
REMOLES CONNEBCIEA TaD.....eeieeececeietcee ettt b bbbt b bbbt 22
NEIWOTK INTEIFACES TAD ...vuvuieiciciriir ettt 22
ALBIES TAD ..o 23
CRANGE DIAMNY TAD ..eeceieeeieee ettt ettt ettt b sttt s s 24

HOSt Performance SUMMATY VIBW .........c.eriruiieieirieieieieiee ettt ettt st sesssnns 25

Alert Browser

Tiles Pane
AIBIES LISE PANE ...ovvvcvceetctctetceetet sttt sttt bbb bbb bbbttt bbbttt e b st st et et et et et et et ab et et et et ete s batabatas 27
AlRTT HISIOTY DIAIOG BOX......cvucvuieiiieiciierineieiei sttt 28

Topology Viewer

Working with PulseNET Reports ....

Sort the Manage Reports List.......
Search for a Generated or Scheduled Report

Filter the Manage REPOIS LISt ..........coiriuirieiiieieiriie ettt st s 34



6

PulseNET
User’s Guide

GENETAE 8 NEW REPOM ... ittt bbb bbb bbbt bbbt 35
Schedule a Report t0 RUN INte FULUIE ..o s
Edit an EXISiNG SChEAUIEA REPOM ........vviiiiicieiei ettt sttt
Enable or Disable an Existing Scheduled Report....
DOWNIOAd 8 GENEIALEA REPOM .......euierieeereiiscectiei et bbb

Delete a Generated 0r SChedUIEA REPOM .........cevuiviiiriiiiri bbb
REPOT INPULS ..ottt 51



Introduction

This guide provides the instructions necessary to help MDS PulseNET operators track
the status of the devices that the PulseNET system is monitoring.

For general PulseNET navigation instructions, see the PulseNET Quick Sart Guide. For
Administrator role workflow instructions, see the PulseNET Administrator’s Guide.

This chapter describes the Operator and Administrator roles and provides instructions
for logging in to PulseNET.

Perform these steps before following the instructionsin this chapter:

e Obtain your PulseNET user name and password from your administrator.
« Ensurethat your Web browser has JavaScript functionality enabled.

Understanding PulseNET Roles

There are two PulseNET roles:

» Anoperator isresponsible for tracking the status of the devicesthat the PulseNET
system is monitoring. Operators have access to arestricted set of dashboards.

* Anadministrator controls the overall functionality of the system and provides
support for PulseNET operators. An administrator has a number of
responsibilities including creating users, requesting and installing licenses,
discovering and authorizing devices, requesting GE support, as well as
configuring email settings, report schedules, rule thresholds, and the sample
frequency of data collection. For Administrator workflow instructions, seethe
PulseNET Administrator’s Guide.
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Logging in to PulseNET

This section describes how to log in to the PulseNET browser interface.

Note  PulseNET must be running before you can log in.

To log in to PulseNET using a Web browser:
1 Open aWeb browser instance.
Note For a list of browsers supported by PulseNET, see the PulseNET Release Notes.
2 Navigateto a URL that usesthe following syntax:
http://<hostname>:<port>/

where <hostname> is the name of the machine that has a running instance of
PulseNET and <port> isthe http port specified during installation (the default is
8080).

The PulseNET login screen appears.

MDS/\;\PU’T\seN ET |

Network Lf"Mclnclc_:;en'wentSystem IPasswo.-d

Login |

Change Password

& 2010 Quest Software, Ine. ALL RIGHTS RESERWED.

3 Enter your user name and password on the login screen.
4 Click Login.

As an operator, the Summary dashboard is the first dashboard that you see. For
information about that dashboard, see “ Summary Dashboard” on page 11.
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Tolog in to PulseNET from the GUI:

1 Depending on where you installed the program icons, choose Start > Programs
> GE MDS> PulseNET 2.2 > PulseNET Console.

2 Enter avalid username and password and click L ogin.
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Working with PulseNET

This chapter describes the PulseNET Operator role user interface and workflows.

Note On some of the Operator role views, characters at the end of device names may be cut off,
if space is limited.

Summary Dashboard

AsaPulseNET operator, the first dashboard you see when you log in to PulseNET isthe
Summary dashboard. The appearance of the Summary dashboard is configured by a
PulseNET administrator.

Note The Summary dashboard is automatically refreshed every two minutes.

The Summary dashboard has two tabs: the Overview Tab and the Topology Explorer
Tab.
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Overview Tab

The Overview tab displays an end-to-end diagram of the industrial communications
infrastructure.

Summary = Tuesday, December 7, 2010 7:30 AM - Now 4hours v
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Theindustrial communications segments are illustrated on the right side of the
Overview tab. Datais transported from those segments to remotes through cell relays.
On the Overview tab, the cell relays are represented by arrows.

To the left of the cell relay arrows, the Overview tab presents you with a snapshot of the
state of all of the remotes that PulseNET is monitoring. For more information about
snapshots, see “ Snapshots’ on page 13.

Each remote is connected to an access point. One access point may be connected to
several hundred remotes. To the left of the Remotes snapshot, the Overview tab presents
you with a snapshot of the state of all of the access points that PulseNET is monitoring.

Access points are connected over a network to various applications (for example,
PulseNET for monitoring), which are represented by the applications icons on the left
side of the Overview tab. A snapshot of the state of the PulseNET application is
provided among the applications icons.
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PulseNET can also monitor backhaul devices, which provide connection between
access points and the applications end of the industrial communications infrastructure,
and LAN devices. A snapshot of the state of all the backhaul devices PulseNET is
monitoring is provided to the | eft of the Access Points snapshot and a snapshot of the
state of all the LAN devices PulseNET ismonitoring is provided among the applications
icons.

Note The Backhaul Devices snapshot is only displayed if an administrator has configured it to be
displayed.

Snapshots

The snapshot views (for example, the Access Points snapshot) on the Overview tab
provide a snapshot of the state of all of the devices of a particular type that PUlseNET is
monitoring.

Access Points [ Masters Remotes [ Repeaters
GO} Avail. 969 2 L Al 6129
e coune 10 e Count SO
Alarms Alarms
@ G 4 o 6 A
1} 1} 1} 45 1} 1}

The percentage value on each snapshot indicates the average availability of all
monitored devices of that type (for example, remotes) over a configurable time range.
For information about how to configure the time range, see the PulseNET Quick Sart
Guide. The default time range is the last four hours.

Note If the devices that PulseNET is monitoring are newly authorized, you do not see any data
until PulseNET performs the next data collection.

In the center of each snapshot, under the heading, isacount that indicates the number of
devices of that type that are being monitored by PulseNET. Click the icon on the | eft

side of the snapshot to navigate to the Role Summary view for the corresponding device
type. For more information about Role Summary views, see “Role Summary Views’ on

page 15.
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Toward the bottom of each snapshot, there are three alert icons—fatal, critical, and
warning. Below each is the number of aerts of that severity, for the corresponding
device type, that existsin the PulseNET system. Click an aert icon or number to
navigate to the Alert Browser. The Alert Browser lists the aerts that correspond to the
icon or number you click. For more information about the Alert Browser, see “ Alert
Browser” on page 26.

Topology Explorer Tab

You may want to follow the collected data of afew specific devicesfor a period of time
(for example, while maintenance activity isbeing performed on those devices). You can
do this by mapping the devices using the Topology Explorer.

Summary G Monday, August 30, 2010 7:34 &M - Mow 4 hours »

Overview | Topology Explorer

25 Select Access Points | Masters

5o GARDNE-4395MR-R ve
5o GARDNE-5535MR-R

g= GARDNE-AP9-B o GARDNE-9334MR-R
5o GARDNE-1364MR-R

5o GARDNE-4931MR-R

To map devices using the Topology Explorer:
1 From the Summary dashboard, click the Topology Explorer tab.
2 Click Select Access Points.
The Access Points Selection dialog box appears.
3 Onthedialog box, select one or more access points from the list.
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You navigate within the Topology Explorer in the same way that you navigate within
the Topology Viewer. For a description of this navigation, see “ Topology Viewer” on

Click Map.
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The access point(s) and any associated remote(s) are displayed in arelational
diagram in the Topology Explorer.

page 30.

Role Summary Views
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From any of the device snapshots on the Summary dashboard, click the icon on the left
or the title of the snapshot to navigate to the corresponding Role Summary view.
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A Role Summary view displays alist of devices and provides information
(configuration information such as the name, location, and | P address, along with some
metrics) about each device.

Note

Role Summary views are automatically refreshed every two minutes.
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The presence of the Failover icon next to the device name indicates that the failover
deviceis now the operational device. For information on how to configure access point
failover, see the PulseNET Administrator’s Guide.

Note Access point failover is only supported on Mercury access points.

You can use the menu next to the Search utility at the top right of the table to show or
hide columns.

Click any column heading to sort the table by that column. An arrow next to the column
heading indicates whether the list is sorted in ascending or descending order.

Click any configuration value to navigate to the Detail view for the device. For
information about Detail views, see “Detail Views’ on page 18.

Thelast poll timeisthe last time that a successful performance, configuration or
availability collection completed for the device.

Note The Detail view for the device displays the last time that a successful configuration poll
completed for the device, toward the top right of the view.

Hover over or click any metric value to see a chart that plots the metric over a specific
interval. The time over which any metric is plotted on a chart and over which any
average valueis calculated depends on the zonar setting. For information about the
zonar, see the PulseNET Quick Sart Guide.

Note For current and average values, current is the most recently known value within the
configured time period and average is an average of the collected values over the course of
the time period.

In the Health column, there is an icon (warning, critical, or fatal) that represents the
health of the device. Click the icon to open a dialog box that displays the outstanding
aertsfor that device. From this dialog box, you can acknowledge and clear alerts. For
information about acknowledging and clearing alerts, see “Alert History Dialog Box”
on page 28.

In the Health History column, there is a bar that represents the health history of the
device. The period of time for which health history is shown corresponds to the zonar
setting. For information about the zonar, see the PulseNET Quick Sart Guide. Click the
health history bar to open a dialog box that displays a detailed health history bar graph.
Click the bar graph to open adialog box that displaysall of the outstanding alertsfor the
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device. From this dialog box, you can acknowledge and clear aerts. For information
about acknowledging and clearing alerts, see “ Alert History Dialog Box” on page 28.

In the Maintenance column, which is only available on backhaul devices, access points
and remotes Role Summary views, the maintenance window status of the deviceis
displayed. Thisindicates whether or not the device is presently within a maintenance
window (that is, PulseNET is not collecting data from the device). A ‘Yes' in the
column indicates that the device iswithin amaintenance window. For information about
configuring maintenance windows, see “Working with Devices’ in the PulseNET
Administrator’s Guide.

The last column in each row isalink to the Topology Viewer. For more information
about the Topology Viewer, see “Topology Viewer” on page 30.

Note If you learn that the configuration for a device has changed and you do not have the
information you need to manually edit the configuration, your administrator can perform
discovery again to acquire the new configuration information. Discovery is documented in
the PulseNET Administrator’s Guide.
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Detail Views

A Detail view provides the configuration and performance details for adevice.

T Summary > (s Remates [ Repeaters > (s Remote Detail

& CANTON-4878MR-R ({ Mercury 900 )

4] Fridsy, September 10, 2010 2i29 AM - 6:23 AM 4 hours

5 CANTON-AP6-A 68
Device Contact:  Olivier Gagnon (749-753-9183) GPS Status: Status: Operational
Address: 10.0,141.69 [ SMESCEHTDIALIFO | GPS Position:  Click to adkd GPS Postion £ Uptime: 10 days, 15 hours
Serial Number: 286063311 Location: iapt 3609 75 Tharnclfe Park Dr Last Poll: Sep 10, 2010 4:29:16 AM
Description: A Mercury 900 remots Incated in Big Fine Key, FL Last Config Poll:
Performance || Mercury 900 Canfiguration | Alarms
573 Select a Metwork Interface: other f5 | | Perfarmance Metrics
MAC: SRESCETDIALTD  MTU: 1,4928 PA Temp (°C): 26 [Average: 261 @] Transmit Power: i[AveraqE: -3
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Important Much of the information provided on a Detail view is dependent on the time range or
zonar setting. For information about the time range, see the PulseNET Quick Start

Guide.

Note
data is available.

A Detail view checks for new data every two minutes and is automatically refreshed if new

The Detail view is divided into two panes. the Configuration pane (at the top of the
view) and the Metrics pane (below the Configuration pane).



Working with PulseNET 19
Detail Views

The Configuration pane displays configuration information such asthe | P address, serial
number, and last poll time for the device. With the exception of the GPS position, which
isnot available for al devices, thisinformation is not interactive. Click the GPS
position cell, if available, to add the GPS position and then click Save.

Note For some devices, the GPS position can be collected. Where this is the case, any GPS
position you add is overwritten when that data is collected from the device.

Note If you learn that the configuration for a device has changed and you do not have the
information you need to manually edit the configuration, your administrator can perform
discovery again to acquire the new configuration information. Discovery is documented in
the PulseNET Administrator’s Guide.

When the failover device for an access point is configured in PulseNET and failover
occurs, the device identity information (device name, serial number, location, and so on)
displayed in the Configuration pane does not change; that is, the device identity
information for the primary access point is still displayed. However, PulseNET now
pollsthe failover device for availability and performance data.

The presence of the Failover icon, next to the device name on the Configuration pane,
indicates that the failover device is now the operational device. Also, the IP address of
the failover device is now displayed.

For information on how to configure access point failover, see the PulseNET
Administrator’s Guide.

Note Access point failover is only supported on Mercury access points.

The Metrics pane has multiple tabs:
» Performance Tab
« Device Configuration Tab
» Remotes Connected Tab
» Network Interfaces Tab
o AlertsTab
e Change Diary Tab



20

PulseNET
User’s Guide

Performance Tab

The Performance tab provides a number of metrics and graphs that pertain to the

performance of the device.

Perfarmance
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If you hover the cursor over a particular spot on a graph, you are shown the exact value

for that spot.

Note

The Errors graph displays aggregate values.

You can change a graph from one type to another to view the displayed information in a
different format, zoom in on agraph, and export agraph. For information about working
with graphs, see the PulseNET Quick Sart Guide.
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Device Configuration Tab

Thistab is only available in remote and access point Detail views. The Device
Configuration tab provides additional configuration information about the device.

Eralied
Channel 13: Disabled

Communicating with the Device

If adeviceis configured to allow communication through Telnet, SSH, or HTTP, the
Device Configuration tab provides access to the device through a corresponding link,
located toward the bottom left of the tab.

To use the Telnet or SSH link, you must first register an appropriate protocol handler.

On Linux, you register protocol handlers with your Web browser. For more information
about how to register a protocol handler with your Web browser, consult your Web
browser’s Help or online support.

On Windows, you register protocol handlers with the operating system. For more
information about registering a protocol handler on Windows, search (for example:
“application protocol handler”) the MSDN Library at http://msdn.microsoft.com. There
are also open source tools (for example, UrlConf) available that make the task of
registering a protocol handler on Windows easier.


http://msdn.microsoft.com
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Remotes Connected Tab

Thistab isonly availablein access point Detail views. The Remotes Connected tab lists
the PulseNET-authorized remotes that are connected to the access point.

Remates Connected: 5 of 256

Cinly 5 remotels) are currently authorized, Contact your administrator bo authorize monitoring of remotes for this access point,

Search Jo
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Click aremote to navigate to the Detail view for that device.

Network Interfaces Tab

Thistab is only available in the backhaul and LAN devices Detail views. The Network
Interfaces tab displays the list of network interfaces for the device and provides
information (configuration information along with some metrics) about each interface.

Metwork Interfaces

el T P bR s L
LA 4 ¥ - - - - 0 - 0 0bps ethernst e
Management & & 0 — 0 0 100 Mbps O0:15:67:35: 18118 other
Radin 4 4 0 - 0 12 Mbps wireless
1 L4 L4 0 0 1.536 Mbps ather

For each network interface in the list, the tab provides the following information by
default:

* The name of the network interface.
» The status (operational or not) of the network interface.
» Theavailability of the network interface as a percentage of the current time range.

» Thecurrent and average utilization for the network interface.
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* Thecurrent and average errorsin for the network interface.
» Thecurrent and average errors out for the network interface.
» The speed of the network interface in bits per second.

» The MAC address of the network interface.

e Thetype of network interface.

23

Hover the cursor over any metric value to see a chart that plots the metric over aspecific

interval. The time over which any metric is plotted on a chart and over which any
average value is calculated depends on the zonar setting. For information about the
zonar, see the PulseNET Quick Sart Guide.

Note For current and average values, current is the most recently known value within the
configured time period and average is an average of the collected values over the course
the time period.

of

Alerts Tab
The Alertstab lists the outstanding alerts for the device.

The Alerts tab displays the same information for each alert and functions in the same
way asthe Alerts List pane of the Alerts Browser. For more information, see “Alerts
List Pane” on page 27.

From the Alerts tab, you can acknowledge and clear alerts as you would using the Alert
History dialog box. For information about acknowledging and clearing alerts, see“Alert

History Dialog Box” on page 28.
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Change Diary Tab

The Change Diary tab provides a history of the configuration changes for the device.

Change Diary

Compaonent Mame: Changes = Search

DENVER-APL-RMZLL-R 3
Time ™ Property old Value Hew Yalug

12/8/10 .05 PM Hetwark Interfaces nfa null

Device 7

Network Interfaces 0 12/8/10 1:05 PM Metwork Interfaces nja aul
1
1
1

etht
ethll
msdd

12/8/10 1:05 PM Metwork Interfaces nfa null

On the left of the Change Diary tab, the components (the device and its network
interfaces) are listed. To theright of each component, the number of configuration
changes that have been made to the component is displayed.

On theright of the Change Diary tab, the individual changes (the changed property with
old and new values) are listed in the order (with the date and time) they occurred. Click
acomponent on the left to see alist of its changes on the right.
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Host Performance Summary View

From the PulseNET Host snapshot on the Summary dashboard, click theicon on the left
or thettitle of the snapshot to navigate to the corresponding Host Performance Summary
view.

vy & Host Perfarmame Surmary s torl ] TO2prodamestoory - by, Dvunrsbes 6. 2930 634 M - Hew s

2
e
THME
57 M
40 MO

J A 400 AT DT OBOO B BAAD OREO G030 D6 1S 103D | .|;

The Host Performance Summary view provides a number of metrics and graphs that
pertain to the performance of the PulseNET Host.

If you hover the cursor over a particular spot on a graph, you are shown the exact value
for that spot.

Click the radio button corresponding to a top memory consumer to view the Process
Memory Hog graph for that consumer.

You can change a graph from one type to another to view the displayed informationin a
different format, zoom in on agraph, and export a graph. For information about working
with graphs, see the PulseNET Quick Sart Guide.
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Alert Browser

From the Overview tab on the Summary dashboard, on any of the snapshot views, click
one of the Alert icons or counts to navigate to the Alert Browser.

T Summary > Alert Browser

;L%—I

10

Blerts

il =

System Alerts

9 & @

a

0

LAN Alerts

Select Al Unselect Al Acknowledos Clear

T Sex

Il
r
-

Device Name:
€ Inetz-AP-206

€3 DEWVER-MS0O-APL-A
€ Merc36S0-aP-214

Time:
12/7j10 9:51 AM
12/5i10 L0:25 AM
12/5/10 10:23 AM

=
==

Backhaul Alerts

Ak,
Ho
Ho
o

2

a

Cleared
Mo
Mo
3

G blednesday, December §, 2010 9:25 A - 125 PM 4 hours ~

= 5 |& s
Access Point Alerts Remote Alerts
a e ¢ 4l @ © Ao
0 3 i a W b 1
Messane

The percertage of unhealthy remotes connected to Inet2-AP-206 has gone over the defined threshold, 3
The percentage of unhealthy remotes connected to DEMYER-M300-2P1-4 has gone over the defined threshold

The percentage of unhealhy remotes connected to Merc3650-AP-214 has gone awer the defined threshold.

The Alert Browser is divided into two panes. the Tiles Pane at the top of the screen and

the Alerts List Pane below it.

Tiles Pane
The Tiles pane has the following tiles:
The System Alertstile
The LAN DevicesAlertstile

The Backhaul Devices Alertstile

The Access Point Alertstile

The Remote Alertstile

Note

The Backhaul Devices Alerts tile is only displayed if an administrator has configured the
Backhaul Devices shapshot to be displayed on the Overview tab of the Summary
dashboard. For more information about the Overview tab, see “Overview Tab” on page 12.

Each tile provides a snapshot of the corresponding outstanding alerts in the PulseNET
system. Click theicon at the top left of atile or the total number of alerts at the top right
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of atileto view alist of al the corresponding outstanding alerts. Thelist appearsin the
Alerts List pane below. Click an alert icon (fatal, critical, or warning) or the
corresponding number of alertsto view alist of the corresponding outstanding a erts of
that severity.

Note  The total number of system alerts may exceed the sum of all device alerts. That is because
other alerts (such as licensing alerts) are included in the system alert total.

Alerts List Pane

By default, the Alerts List pane lists the outstanding alerts for the device type (for
example, remotes) and status indicator (fatal, critical, or warning) you select from one
of the snapshots on the Summary dashboard or from the Tiles pane. For example, if you
click awarning status indicator on the Access Points snapshot, the Alerts List panelists
all of the outstanding warning alerts for the access points PulseNET is monitoring.

For each alert in the list, the Alerts List pane provides the following information by
default:

* Anicon that represents the severity (fatal, critical, or warning) of the alert.
» The name of the device for which the alert was raised.

* Thetime at which the alert was raised.

»  Whether or not the alert has been acknowledged.

*  Whether or not the alert has been cleared.

e Theadert message.

e Therulethat originated the alert.

Click any valuein the row for an aert to open the Alert History dialog box. For more
information, see the “ Alert History Dialog Box” subsection in this chapter.

Click a column heading to sort the table by that column. An arrow next to the column
heading indicates whether the list is sorted in ascending or descending order.
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Alert History Dialog Box
The Alert History dialog box displays the history of the alert.

Alarm Created at 9110710 11:55 AM ox
@ Device Name FARMWEL-795 1 MR-R Device Model Mercury 900
IP Address 10.0.141.145 Origin {5y Fus) Device Unavailable, Mercury300Remote

Message and Help

The Mercury 900 Remate FARWEL-7951MR-R is currently unavailable, This maw be due ko a performance issue, or could
resulk From a configuration change, Confirm that the device has not experienced an IP change,

History

) Ack'ed Info Clearing Info
-
Sleatedline =B L Status By User Status By iz
& 3110/1011:55 AM ¢y +0min | Mot Acked ‘Yes  Rule: Device Unavailable, Mercury900Remoke
Acknowledge I Acknowledge Unkil kormal I Clear I Find Historic Cccurrences | Cancel |

On the Alert History dialog box, you can perform the following actions:

« Acknowledge — Thisaction isirreversible. Select the alert(s) you want to
acknowledge and then click Acknowledge. For an acknowledged alert, if you
hover the cursor over the acknowledged status for the alert, a dwell appears that
displays the name of the user who acknowledged the alert aswell as the time and
date the alert was acknowledged. PulseNET stores thisinformation in an audit
report aswell. Also, PulseNET displays‘ Yes' in the Ack’ed column for
acknowledged aert(s). If an acknowledged alert fires again at alater time
(usually because the condition has occurred again), PulseNET displays ‘N0’ in
the Ack’ed column for that alert.

* Acknowledge Until Normal — Thisoption is available for outstanding (that is,
not-yet-cleared) alerts only. The alert and all consecutive alerts fired by the same
rule on the same object are acknowledged until the first alert fired after the alert
source returns to a normal state. Select an alert you want to acknowledge until
normal and then click Acknowledge Until Normal. Acknowledged Until Normal
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and your user name appear in the Ack’ ed Info column on the Alert History dialog
box.

Clear — In most cases, PulseNET clears each aert when the condition that
triggered it changes. For example, an alert fires when a metric for amonitored
device exceeds a certain threshold. If the metric's value drops below this
threshold, PulseNET clearsthe original aert. If the alert condition occurs again,
the alert reappears. You should only clear aerts when they do not clear
themselves. Select the alert(s) that you want to clear and then click Clear. If the
alertslist isfiltered to show only current alerts, the cleared alerts are removed
from thelist. If thelist isfiltered to show historical alerts, the cleared alerts
appear dimmed and PulseNET displays‘ Yes' in the Cleared column for those
aerts.

Find Historical Occurrences— Click Find Historical Occurrencesto cause
the Alert Historical Occurrences view to appear. This view displaysthe historical
occurrences of an aert. The Alert Historical Occurrences view shows a maximum
of 15 occurrences, starting from the beginning of the current time range. Use <<
Get More and Get More >> to scroll through more historical occurrences.

Note If there are 15 or fewer historical occurrences, Get More links are not provided.

Cancel — Click Cancel to close the dialog box.
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Topology Viewer

The Topology Viewer provides a diagram that shows the relationship between an access
point and any connected remotes.

T Sumrnary > 2 Access Points [ Masters > Topology Yiewer G+ Monday, August 30, 2010 §:01 AR - 1201 P & hours

&2 HAWKIN-6649iNet-R e

g HAWKIN-GOBENet-R

0;1.':.’ HAWEKIN-AP1-A i:'"='_' HAWKIN-6625iNet-R

g HAWKIN-7613iNet-R

g HAWKIN-0443iNet-R

You can access the Topology Viewer from either of the remotes or access points Role
Summary views by clicking the Topology Viewer icon in the row for aremote or access
point. For information about the Remotes and Access Points views, see “Role Summary
Views’ on page 15.

You can also access the Topology Viewer from any remote or access points Detail view
by clicking the Topology Viewer icon at the top right of the view. For information about
Detail views, see “Detail Views’ on page 18.

If you click the Topology Viewer icon for aremote, in the Topology Viewer that remote
is marked with a black rectangle. If the remote is connected to an access point to which
other remotes are a so connected, those relationships are shown in the diagram.

If you click the Topology Viewer icon for an access point, in the Topology Viewer the
access point is marked with a black rectangle and displayed at the left. If the access
point is connected to remotes, those relationships are shown in the diagram.

You can aternate between the Minimized and Normal zoom levels using the Zoom
Level controls at the top right of the Topology Viewer.

When the topology diagram is quite large, a mini-map appears next to the Zoom Level
controls. Click and drag the cursor within the mini-map to pan around the topology
diagram.
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Hover the cursor over an access point or remote in the Topology Viewer to view
configuration details for the device. Click an access point or remote to navigate to the
Detail view for the device. For information about Detail views, see “Detail Views’ on

page 18.

Note The Topology Viewer is automatically refreshed every two minutes.
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Working with PulseNET Reports

This chapter describes how to use the Manage Reports view (Homes > M anage

Reports).
T Adwiristration > Reporting > Manage Reports Sep 11, 2010 4092 PM EDT
[} Generate aReport | Schedule aReport | [FyManage Schedues ‘ Delete Search pe &
r Execution ™ Name Template Schedde Format  Size (bytes)
r [ Oct1,201012:00:00 A AP Overview | Access PoinkMaster Overview (Report) Bieginning of the month POF Runnow.. &
r @ Sep 28, 2010 3:00:00 &M Test Run Avalabity For All Devices (Repart) Off-Hours Database Mantenance FOF Run nawe...
r [ Sepll, 2000 12:00:00 AM TestRun 2 Avalabilty For Monikared Access PointsMasters (Report) Dally Off Hours POF Runnew..

In the Manage Reports view, you can:
« Sort the Manage Reports List
» Search for a Generated or Scheduled Report
« Filter the Manage Reports List
¢ Generate aNew Report
» Schedule a Report to Run in the Future
« Edit an Existing Scheduled Report
» Enable or Disable an Existing Scheduled Report
« Download a Generated Report
» Delete a Generated or Scheduled Report
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Sort the Manage Reports List

To sort the Manage Reportslist by name or createtime, click the Name or Create Time
column headings as required. An arrow beside the column heading indicates the order
(ascending or descending) in which thelist is sorted.

Search for a Generated or Scheduled Report

Use the Search tool at the top right of the Manage Reportslist to search for a specific
generated or scheduled report. For instructions on how to use the Search tool, see
“Working with Tables” in the PulseNET Quick Sart Guide.

Filter the Manage Reports List

Use the Search tool at the top right of the Manage Reports list to filter the list. For
instructions on how to use the Search tool, see “Working with Tables” in the PulseNET
Quick Sart Guide.
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Generate a New Report

To generate a new report:
1 Click Generate a Report at the top left of the Manage Reports view.
A wizard appears and prompts you to select areport template.

Generake Report
Select a Report Template that will be used when the report is generated,
Search o

Templake =
Access Poink/Masker Cverview (Report)

Availability For all Devices (Report)

Availability For Monitored Access Poinks/Masters (Report)
Awailability For Monitored Remates/Repeaters (Report)
Ethernet Status (Report)

= s Ris RiNs Miks T

Serial Mumber (Report)

Hil

35

Freviaus I Nextl Finishl Cancell

Note The Generate Report wizard is also available from the Manage Reports view

(Administration > Reporting > Manage Reports).
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2 Select areport template and click Next.

The wizard provides a description of the report you selected and prompts you to
provide report inputs.

zenerate Repaort x

Enter the Report Parameters that will used as inpuk when the report is generated.

Time Range: Last 4 hours i

Previous I Nextl Finishl CanceII

The report inputs provide timeframe context for the report.
Note At any time you can click Previous to go back to the previous step.

You can leave the report inputs asthey are or tailor the report by specifying report
input values according to your requirements. To change an input value, click the
Edit icon next to the value of the input to access an Edit dialog box. The contents
of the dialog box vary depending on the input you are editing. For example, an
input can be atime range that determines the range of time over which data will
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be reported. For a description of each report input, see “ Report Inputs” on
page 51. If you change an input value, click Set on the Edit dialog box.

3 When you are finished editing the report inputs, click Next.

The wizard prompts you to provide administrative information.

Genetate Report

Enter the inputs belaw and click Finish to generate the report,
Mame * I

Report Format IpDF -I

Email Recipients Disabled: Email Configuration nok configured.

Email Recipients ;I

[~

* indicates required Field

Prewvious | Nextl FinishI Cancel |

a Enter aname for thereport in thefirst field.
b Select aformat for the report from the drop-down list provided.

¢ Providethelist of email addressesthat are to receive the report. Separate email
addresses with a comma.
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4 Click Finish.

Once the report is generated, a dialog box appears asking if you would like to
download the report now.

5 Click Download Now, or click Cancel to download the report at another time.

Note  The report is available for downloading in the Manage Reports view (Administration
> Reporting > Manage Reports).
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Schedule a Report to Run in the Future

To schedule a report:
1 Click Schedule a Report at the top left of the Manage Reports view.
A wizard appears and prompts you to select areport template.

Schedule Repart
Select a Report Template that will be used when the report is generated,

Search o

Templake =
Access Point/Masker Overview (Report)

Availability For all Devices (Report)

Availability For Monitored Access Poinks/Masters (Report)
Awailability For Monitored Remates/Repeaters (Report)
Ethernet Status (Report)

s Jis Jis Bis Ris Ris |

Serial Mumber (Report)

ali

39

Preyious I Nextl Finishl Cancell

Note The Schedule a Report wizard is also available from the Manage Reports view

(Administration > Reporting > Manage Reports).
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2 Select areport template and click Next.

The wizard provides a description of the report you selected and prompts you to
provide report inputs.

Schedule Report x

Enter the Report Parameters that will used as input when the report is generated.

Time Range: Last 4 hours i

Previous I Nextl Finishl Cancell

The report inputs provide timeframe context for the report.
Note At any time you can click Previous to go back to the previous step.

You can leave the report inputs asthey are or tailor the report by specifying report
input values according to your requirements. To change an input value, click the
Edit icon next to the value of the input to access an Edit dialog box. The contents
of the dialog box vary depending on the input you are editing. For example, an
input can be atime range that determines the range of time over which data will
be reported. For a description of each report input, see “ Report Inputs’ on

page 51. If you change an input value, click Set on the Edit dialog box.
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3 When you are finished editing the report inputs, click Next.

The wizard prompts you to select a schedule for the report.

Schedule Report

Select the schedule that will determine when the report is run,

& add

= 1= Jita Jike Tk Hiks Ris Ri= RiNs RiNa Ria RiNs RS |

Schedule
Cff-Hours Database Maintenance

Mankhly OFF Hours
Beginning of the week
Guarterly OFF Hours
End of Day

Duaily OFF Hours
Beginning of the rmonth
Business week
Business hours
Weekends

weekly CFF Hours
Start of Day

First day of month

Search

Mexk Execution Time

Sep 8, 2010 3:00:00 AM
Sep 1, 2010 12:00:00 AM
Sep &, 2010 12:00:00 AM
Cck 1, 2010 12:00:00 AM
Aug 30, 2010 5:00:00 P
Aug 31, 2010 12:00:00 AM
Sep 1, 2010 12:00:00 AM
Sep &, 2010 12:00:00 AM
Aug 31, 2010 Se00:00 AR
Sep 4, 2000 12:00:00 AM
Sep 6, 2010 12:00:00 AM
Aug 31, 2010 &:00:00 AM
Sep 1, 2010 12:00:00 AM

ali

41

Prewvious | Nextl FinishI Cancell
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If you are an administrator and you want to create your own schedule to add to the
list of available schedules:

a Click Add.
The New Schedule Wizard appears.

Simple Mew Schedule Wizard x

Select a schedule pattern type

CF once =
C P2 Periodical
C P Daily

c F‘E] Weakly

Freyimis | I"-.Iextl Finishl Cancel |

b Create your new schedule using the New Schedule Wizard and click Finish.
Your schedule is added to the list of available schedules.
Note  Only administrators can add new schedules.

4 Select aschedule for your report.
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You can choose from the following report schedules:

Schedule

Description

Off-hours Database M aintenance

Thisruns at 3 AM on the 28th day of each
month.

Monthly Off Hours

Thisruns at midnight on the last night of each
month.

Beginning of the Week

This runs at midnight every Sunday night.

Quarterly Off Hours

This runs at midnight on the last night of the
third month of each quarter.

End of Day

Thisrunsat 5 PM every day.

Daily Off Hours

This runs at midnight every night.

Beginning of the Month

This runs at midnight on the last night of every
month.

Business Week This runs at midnight, every night from Sunday
through Thursday.

Business Hours Thisrunsat 9 AM every weekday.

Weekends Thisrunsat midnight every Friday and Saturday

night.

Weekly Off Hours

Thisruns at midnight every Sunday night.

Start of Day

Thisrunsat 8 AM every day.

First Day of Month

This runs at midnight on the last night of every
month.

Create SupportBundle Schedule

This runs at four minutes past midnight on the
first day of every month.

Frequent [ Test]

Thisisatest and runs every five minutes.
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Hourly This runs every hour, on the hour.

Beginning of the Day

This runs at midnight every night.

First Day of Week

This runs at midnight every Sunday night.

Daily Database Maintenance

Thisrunsat 2 AM every night.

Custom Schedules

These are any schedule you created using the
New Schedule Wizard.
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5 Click Next.

The wizard prompts you to provide administrative information.

Schedule Repart x

Enter the inputs below and select Finish to create the Scheduled Report,

Name * I

Report Format IpDF vI
Retain copies |5

Enabled =

Email Recipients ;I

* indicates required Field

Previous | Nextl Finishl Cancell

a Enter aname for the report schedulein the first field.
b Select aformat for the report from the drop-down list provided.
¢ Enter the number of this type of report you want the system to keep.

For example, if you enter 5, the system will save the most recent version of the
report along with the 4 previous versions.

d Click the Enabled check box to enable the schedule.

e Providethelist of email addressesthat areto receive the report. Separate email
addresses with acomma.

6 Click Finish.
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Edit an Existing Scheduled Report

To edit an existing scheduled report:
1 Click the report’sicon.

A popup appears.
2 Click Edit.
The Schedule a Report wizard appears and prompts you to provide report inputs.

Scheduls Repart =

Enter the Report Parameters that will used as input when the report is generated.

Time Range: Lask 4 hours i

Previous | Nextl Finishl Cancel |

You can leave the report inputs as they are or tailor the report by specifying report
input values according to your requirements. To change an input value, click the
Edit icon next to the value of the input to access an Edit dialog box. The contents
of the dialog box vary depending on the input you are editing. For example, an
input can be atime range that determines the range of time over which datawill



be reported. For a description of each report input, see “ Report Inputs” on
page 51. If you change an input value, click Set on the Edit dialog box.
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3 When you are finished editing the report inputs, click Next.

The wizard prompts you to select a schedule for the report.

Schedule Repart

Select the schedule that will determine when the report is run,

& Add

SO0 909 99000 00

Schedule
CQff-Hours Database Maintenance

Miankhly OFF Hours
Beqginning of the week
Quarterly OFF Hours
End of Day

Draily OFF Hours
Beqinning of the month
Business week
Business hours
Weekends

‘Weekly OFF Hours
Stark of Day

First day of month

Search

Mexk Execution Time

Sep 28, 2010 3:00:00 AM
Sep 1, 2010 12:00:00 &M
Sep 6, 2010 12:00:00 &M
Ok 1, 2010 12:00:00 &M
Aug 30, 2010 5:00:00 PM
Aug 31, 2010 12:00:00 AM
Sep 1, 2010 12:00:00 &M
Sep b, 2010 12:00:00 &M
&g 31, 2010 2:00:00 AM
Sep 4, 2010 12:00:00 AM
Sep 6, 2010 12:00:00 &M
&g 31, 2010 5:00:00 AM
Sep 1, 2010 12:00:00 &M

Al

47

Prewvious | Nextl FinishI Cancell
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If you are an administrator and you want to create your own schedule to add to the
list of available schedules:

a Click Add.
The New Schedule Wizard appears.

Sirnple Mew Schedule Wizard x

Select a schedule pattern type

C P once =
C P Periodical
c F"'E] Craily

O o Weekly

Breyimus | I"-.Iextl Finishl Cancel |

b Create your new schedule using the New Schedule Wizard and click Finish.
Your schedule is added to the list of available schedules.

Note  Only administrators can add new schedules.
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4 Select aschedule for the report and click Next. For alist of available schedules
and their descriptions, see “ Schedule a Report to Run in the Future” on page 39.

The wizard displays the administrative information for the report.

Schedule Report x

Enter the inputs below and select Finish ko create the Scheduled Report,

Mame * I

Report Format IpDF ,I
Retain copies |5

Enabled ~

Email Recipients :I

* indicates required Field

Previous | Nextl Finishl Cancell

5 Optional. Edit the administrative information.
6 Click Finish.
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Enable or Disable an Existing Scheduled Report

To enable or disable an existing scheduled report:
1 Click the Scheduled Report icon.
A popup appears.
2 If you are enabling the scheduled report to run, click Enable Scheduled

Execution. If you are disabling the scheduled report, click Disable Scheduled
Execution.

Download a Generated Report

To download a generated report:

1 Click thesize valuefor the generated report at the far right of the Manage Reports
list.

A dialog box appears.
2 Click Open.

Delete a Generated or Scheduled Report

To delete a generated or scheduled report:
1 Click the check box next to the report’sicon to select the report.
The Delete icon becomes enabled.
2 Click the Deleteicon.
A dialog box appears and asks you if you are sure.
3 Click Delete.
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The following table describes the report inputs.

Note  The inputs vary for each report. Not all reports require every input.

Report Input

Description

Number of Months

Type an integer value to denote the number of months.

Time Range

Specify a period of time on which to report. Time range for

ametric observation can be specified in various ways, but it

is always composed of arange of date-time objects, and a

granularity. Select:

» Time Range Type: Choose one:

- Last N (to display the time range for the last

<number><unit>) For example, last 2 months.

- Calendar Aligned (enter atime range and offset number)

- Custom (choose the date range on the calendar)

* Unit: Select the timeframe (for example, Year, Month,
etc.)

» Number/Offset: Enter a value for the time range.

* Granularity: Choose one:

- RAW—data observations are shown in the metric history

with the smallest available granularity, or a number of

milliseconds, for example, 300,000 for 5 minutes.

- AUTO—the system will pick the best granularity based on

the time range. For example, a numeric value of -2

- aspecific time interval from the drop-down (for example,

1 minute)

Has Name Like

Returns alist of values matching the string.
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IN CASE OF DIFFICULTY...

If you have problems, comments or questions pertaining to the MDS PulseNET application, please
contact GE MDS using one of the methods listed below:

Phone: 585 241-5510

E-mail: gemds.techsupport@ge.com
FAX: 585 242-8369

Web: www.gemds.com
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