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About Quest Software, Inc.

Quest Software simplifies and reduces the cost of managing IT for more than 100,000 customers worldwide. Our
innovative solutions make solving the toughest IT management problems easier, enabling customers to save time
and money across physical, virtual and cloud environments. For more information about Quest go to
www.quest.com.

About GE MDS

Over two decades ago, GE MDS began building radios for business-critical applications. Since then, we have
installed thousands of radios in over 110 countries. To succeed, we overcame impassable terrain, brutal operating
conditions and disparate, complex network configurations. We also became experts in wireless communication
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world rely on GE MDS-based wireless networks to manage their most critical assets.

The majority of GE MDS radios deployed since 1985 are still installed and performing within our customers' wireless
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GE MDS ISO 9001 Registration
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Related Materials on the Internet—Data sheets, frequently asked questions, application notes, firmware upgrades
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Manual Revision and Accuracy

This manual was prepared to cover a specific version of our product. Accordingly, some screens and features may
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Introduction

This guide isintended to assist Administrators with configuring and managing MDS

PulseNET Enterprise. It provides instructions on how to perform administrative tasks
such as creating users, requesting and installing licenses, discovering and authorizing
devices, requesting GE support, and configuring email settings, report schedules, rule
thresholds, and the sample frequency of data collection.

For general PulseNET navigation instructions, see the PulseNET Quick Sart Guide. For
Operator role workflow instructions, see the PulseNET User’s Guide.

This chapter describes the Operator and Administrator roles, provides instructions for
starting, stopping and logging into PulseNET, and describes the Administrator Home
dashboard you see when you log in with the Administrator role.

Perform these steps before following the instructionsin this chapter:
e Obtain your PulseNET user name and password.
« Ensurethat your Web browser has JavaScript functionality enabled.

Understanding PulseNET Roles

There are two PulseNET roles:

» Anoperator isresponsible for tracking the status of the devicesthat the PulseNET
system is monitoring. Operators have access to a restricted set of dashboards.

* Anadministrator controls the overall functionality of the system and provides
support for PulseNET operators. An administrator has a number of
responsibilities including creating users, requesting and installing licenses,
discovering and authorizing devices, requesting GE support, and configuring
email settings, report schedules, rule thresholds, and the sample frequency of data
collection.
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Starting and Stopping PulseNET

The following sections describe how to start and stop PulseNET.

Note For information on how to start and stop PulseNET in high availability (HA) mode, see
“Starting and Stopping the Server in High Availability Mode” in the PulseNET Installation
and Setup Guide.

Starting PulseNET

The following section describes how to start the PulseNET from the command line or
from a Windows shortcut and lists additional commands for use when starting or
running the PulseNET.

To start PulseNET from the command line:

» Navigate to the directory <pulsenet_home>\bin and execute the following
command:

fms

To start PulseNET from a Windows shortcut:

» Depending on where you installed the startup icon, choose Sart > Programs >
GE MDS > PulseNET 2.2 > Sart PulseNET or double-click the Start
PulseNET icon on the desktop.

When PulseNET starts successfully, the following message appears in the command
window:

PulseNET startup completed.



Additional Commands:
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Command Represents Description

-5 start Starts PulseNET (thisis assumed if no command
is specified).

-n name Provides a unique name for this instance of
PulseNET.

-3 jvm-argument Sets an option to be passed directly to the Java
VM.
Can be used to set more than one VM option.

-v version Displays the version number for this program and
exits.

-h help Shows this information and exits.

Note The PulseNET Agent Manager starts automatically with the Server. When that happens,
WARN messages like the following are expected to appear in the PulseNET Agent

Manager’s log file:

e Could not find an acceptable JRE in
<pulsenet_home>\fglam\jre

« The path <pulsenet_home>\fglam\jre does not exist or is

not a directory

These WARN messages can safely be ignored.

Running PulseNET as a Windows Service

After the installation is completed, you caninstall PulseNET as a Windows service
either from the Sart menu or the command line.

Note The procedures below assume that you have installed the program shortcuts in the default

location.
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Using the Start Menu Options
To install or remove PulseNET service from the Sart menu:

e Choose Sart > Programs > GE MDS > PulseNET 2.2 > Windows Service >
Install Service For PulseNET (or Remove Service For PulseNET).

To start or stop PulseNET service from the Sart menu:
e Choose Sart > Programs > GE MDS > PulseNET 2.2 > Windows Service >
Sart Service For PulseNET (or Stop Service For PulseNET).
Using the Command Line

From the command line, type the following to install PulseNET as a Windows service:

fms.exe -1

Additional Commands:

In addition to the additional commands listed in “ Starting and Stopping PulseNET” on
page 10, the following commands are available for the PulseNET Windows service.

Command Represents Description

-b start-service Start the PulseNET Windows service

-r remove-service | Stop and remove the PulseNET Windows service
Stopping PulseNET
The following section describes how to stop PulseNET.
To stop PulseNET:

Do one of the following:

» Type Ctrl-C on the command window in which PulseNET started.

« Navigate to the directory <pulsenet_home>\bin and execute the following
command:
fms -qg
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» Depending on where you installed the startup icon (Windows), choose Start >
Programs> GE MDS > PulseNET 2.2 > Sop PulseNET or double-click the
Stop PulseNET icon on the desktop.

When the server has stopped successfully, the Start PulseNET command window
closes.

Logging in to PulseNET

This section describes how to log in to the PulseNET browser interface.

Note PulseNET must be running before you can log in.

To log in to PulseNET using a Web browser:
1 Open aWeb browser instance.
Note For a list of browsers supported by PulseNET, see the PulseNET Release Notes.
2 Navigateto a URL that usesthe following syntax:
http://<hostname>:<port>/

where <hostname> is the name of the machine that has a running instance of
PulseNET and <port> isthe http port specified during installation (the default is
8080).
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The PulseNET login screen appears.

-
e |

MDS PU[SeN ET =

Network Monogement System I""‘“Wf'”'

Lagin |

Change Password

& 2010 Quest Software, Inc. ALL RIGHTS RESERWED.

3 Enter your user name and password on the login screen.
4 Click Login.

Asan administrator, the Administrator Home dashboard isthe first dashboard you
see.

Note If you have Administrator-level permissions, you can access advanced dashboards and
configuration workflows. Users with the Operator role have permission to access a
restricted set of dashboards.

To log in to PulseNET from the GUI:

1 Depending on where you installed the program icons, choose Sart > Programs
> GE MDS> PulseNET 2.2 > PulseNET Console.

2 Enter avalid username and password and click L ogin.

Using the Administrator Home Dashboard

The Administrator Home dashboard is the default home page for an administrator. It
provides links to other dashboards from which you can perform administrative tasks.
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The Administrator Home dashboard provides the following links:

Configure System Settings—for configuring system settings. For information, see
Chapter 2, “ Configuring System Settings”.

Licensing—for requesting, installing, and managing licenses. For information,
see Chapter 3, “Working with Licenses’.

Coallection Configuration—for configuring SNMP, Dlink, and the sample
frequency of data collection. For information, see Chapter 4, “Collection
Configuration”.

Device Selection—for discovering, authorizing, and managing devices. For
information, see Chapter 5, “Working with Devices’.

Rules and Alerts—for managing rules and rule thresholds. For information, see
Chapter 6, “Working with Rules and Alerts”.

Reporting—for generating, scheduling, and managing reports. For information,
see Chapter 7, “Working with Reports’.

Users—for creating, configuring, and maintaining PulseNET users. For
information, see Chapter 8, “Working with Users’.

Support—for requesting support. For information, see Chapter 9, “ Support”.
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Configuring System Settings

This chapter describes how to use the System Configuration (Administration >
System Configuration) view.

E Administration > System Configuration Drec 3, 2010 1:29:09 PM EST

7=|System Configuration

Configure Email and SHMP Trap settings, as well manage schedules,
: i Configure Email Settings
& *Your email settings are not configured, notifications cannot be sent,

E‘L Configure SNMP Trap Settings
“¥our SMMP Trap settings are not configured, natifications cannot be sent,

Manage Schedules
- Create, edit and remove schedules,

System Configuration Summary
* Configuration summary incuding OS5, Database and High Availability infarmatian.

W
L

You can use the System Configuration view for:
« Email Configuration
e SNMP Trap Action Configuration
« Schedule Management
e System Configuration Summary
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Email Configuration

This section describes how to configure email settingsin PulseNET. You configure
email settings using the Configure Email Settings dialog box (Administration >
System Configuration > Configure Email Settings).

Configure Email Settings x

Ernail Configuration Property Value Edit  Clear

Mail Server (Mame or IF) * relay. best, com Eif =

Email Sender Address * katherinew@test, com =

User name ta Log in o Server kathetinew@test, com Eif =

Liser Password shskdebhokok | [®

Mail Server Pork Mok Configured Eif

Mail Protacol smtp E )

Enable Debug Mode? False EED]

Enable STARTTLS? Mot Configurad Eif

Enable S5L7 Mot Configured Eif

Global Emnail Cistribution List * katherinew@test, com #H | [®

* indicates required fisld

Test Configuration I Cancel I




Configuring System Settings 19
Email Configuration

The Configure Email Settings dialog box provides the following configurable

properties:

Property

Description

Input

Mail Server (Name or I1P)

Note  This is required.

Thisis the host name for
sending emails.

Provide the host name
or|P.

Email Sender Address

Note  This is required.

Thisisthe email address
from which PulseNET
sends email.

Provide an email
address.

User Nameto Loginto
Server

Thisisthe user name for
logging in to the mail
Server,

Provide a user name.

User Password

Thisisthe user password
for logging into the mail
server.

Type the user password
in both of thetwo fields
provided.

Mail Server Port Thisisthe mail server Provide a port number.
port for sending emails.
Mail Protocol Thisisthe transport Select smtp or smtps.

protocol for emails.

Enable Debug Mode?

Thisisfor turning debug
mode on or off.

Click the check box to
turn on debug mode.

Enable STARTTLS? Thisisfor enabling or Click the check box to
disabling TLS. enable TLS.
Enable SSL? Thisisfor enabling or Click the check box to

disabling SSL.

enable SSL.

Globa Email Distribution
List

Note  This is required.

Thisisfor providing a
global email distribution
list. Alerts generated by
PulseNET are sent to
these addresses.

Provide email
addresses. Separate
email addresses with a
comma.
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To configure the properties on the dial og box:
1 Click the Edit icon for a property.
A popup appears.
2 Follow theinstructions on the popup and click Save.
3 Repeat steps 1 and 2 for each property you want to configure.

4 When you finish configuring the email properties for the server, click Test
Configuration to make sure the changes you have made are valid.

5 To closethe Configure Email Settings dialog box, click Cancel or the X at the top
right.

Note Cancelling out of this dialog box does not undo the saved changes.

To clear a property value:

« Click the Clear icon for the property.

Note If a property is not configured, the Clear icon for the property is disabled.

SNMP Trap Action Configuration

This section describes how to enable SNMP trap actionsin PulseNET and how to
configure an SNMP trap action to forward an alert for a pre-defined PulseNET rule
condition.

Note MIB files are located in <INSTALLDIR>/mibs.
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You enable SNMP trap actions using the SNMP Trap Action Settings dialog box
(Administration > System Configuration > Configure SNMP Trap Settings).

SMMP Trap Action Setkings x
Is Enabled W
Cornmuniky Skring I
Target Addressies) * ;I
[

Targek Pork I

* comma separated

Apply | Cancel |

To enable SNMP trap actions:

1

On the SNMP Trap Action Settings dialog box (Administration > System
Configuration > Configure SNMP Trap Settings), leave the | s Enabled check
box selected to enable SNMP trap actions.

Provide avalid community string.

Provide the | P address(es) for the SNMP trap receiver(s) you want to receive
SNMP traps.

Provide atarget port.
Click Apply.
The SNMP trap settings are applied and SNMP trap actions are enabl ed.

Now that you have enabled SNMP trap actions, you can configure an SNMP trap to be
sent to aremote SNMP trap receiver when a rule condition is met. For instructions on
how to configure an SNMP trap action for a pre-defined PulseNET rule, see “ Turning
an SNMP Trap Action On or Off” on page 82. For instructions on how to configure an
SNMP trap action for a custom PulseNET rule, see “SNMP Trap Actions” on page 96.
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Schedule Management

This section describes how to manage schedulesin PulseNET. You manage schedules
using the Manage Schedules view (Administration > System Configuration >

Manage Schedules).

T > System Configurstion > Manage Schedul Dec 3, 2010 2:32:35 PM EST
Showing 1 - 20 of 20 schedules as of Dec 02, 2010 11:55:07 Refresh &
Schedule Name Next Scheduled Time a
Aluigys Fri Dec 03, 2010 14:32 EST B @ A
Business hours FriDec03, 2010 14:32 EST = 9]
Business week Fri Dec 03, 2010 14:32 EST B @
Frequent [Test] Fri Dec03, 2010 14:35 EST = 9]
Haurly Fri Dac 03, 2010 15:00 EST = @

End of Day: Fri Dec03, 2010 17:00 EST lI:J 9]
Beginning of the day Sat Dec 04, 2010 00:00 EST = @
Uieekends satDec04, 2010 0000 EST = 9]
Daily OFf Hours Sat Dec 04, 2010 00:00 EST B @
Daily Database Maintenance satDec04, 2010 02:00 EST = 9]
Start of Day. Sat Dec 04, 2010 08:00 EST = @
First day of wesk Mon Dec 06, 2010 00;00 EST lI:J 9]
Uieekly OFf Hours *ion Dec 06, 2010 00:00 EST = @
Beginning of the wesk Mon Dec 06, 2010 00;00 EST = 9]
Off-Hours Database Maintenance Tue Dec 28, 2010 03:00 EST B @
First day of month satJan 01, 2011 00:00 EST = 9]
Beginning of the month SatJan 01, 2011 00:00 EST = @
Quarterly Off Hours satJan 01, 2011 00:00 EST B o ||
wonthly Off Hours SatJan 01, 2011 00:00 EST = @
Create SupportBundle Schedule satJan 01, 2011 00:04 EST = 9] _I

Add Schedule Delete Selected Select All Select None
You can use the Manage Schedules view (Administration > System Configuration >
Manage Schedules) for:

» Copying a Schedule to Create a New Schedule
¢ Adding aNew Schedule
« Deleting a Schedule

Copying a Schedule to Create a New Schedule
To copy a schedule with which to create a new schedule:

1 Onthe Manage Schedules view (Administration > System Configuration >
M anage Schedules), click the row of the schedule you want to copy.



Configuring System Settings 23
Schedule Management

The schedule is highlighted.
2 Click the Copy Scheduleicon.
The Edit Schedule view appears with a copy of the schedule you selected in the

view.

& Admnuraion > Sy Cofigain @ Manage Schedules D 3. 2010 24155 BM EST

Edit Schadube - Copy of Hourly

Schedute Mame:  [Copy of Rouly Sawe | Virw Schodul
Last Modified Date:  12/00/2010 14:43

A achedule that cuns every houc. This acheduls is used to =] Sml
Description/Conments:  [STigger an activity. AS & result it does not have &

mignificant duration. b |
S lumtuale T,
Bl Sichachind Tor Reciarmten Pallmri  Rarge of Occurmnc - T Datade o Rign
Fri Dec 03, 2010150000 £51 Pericacal Mo End Every U100hrome] howrs, Durabion D001 [recman] s
Dielete Selected I Add Schedule ftem Copy Schedule Go to Scheduls List Diedete Thiz Schedule I
| | |

3 Change the schedule name and description in the fields provided.

4 Click Save.
5 To edit the details of the schedule, click Add Schedule Item.
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A view that you can use to edit the details of the schedule appears.

E Admiistration > System Configueation > Manage Schedules

Dec 3, 2010 247531 PMEST
Edit Scheduls->Add Schedule Item - Copy of Fraquent [Test]

Schedule Name: Copy of Frequent [Test]

D PR . A schedule that runs very freguently. Primarily used for testing. This schedule is used to trigger an activity. As a result it
escription/Comments:
does not have a significant duration.

Start Date F December ¥ [Enm J
Start Time[hh:mm] IJD—W

Recumence Pattern
@ Once

© Periodical
 Daily

 Weskly

£ Manthly

© Yearly

Range of Occurrence

& Mo End End Date IZ December = EDWD J
& End By Date e Timefhhoom] [0 -0

Save | Back Go to Schedule List

Use the fields provided to specify new details for the schedule you are creating.

Note At any time you can click Back to move to the previous screen.

7 When you are finished specifying the new details, click Save.
The new details are added to the schedule.

8 Click Goto Schedule List to return to the Manage Schedules view.

Adding a New Schedule

To add a new schedule:

1 Onthe Manage Schedules view (Administration > System Configuration >
M anage Schedules), click Add Schedule.
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Schedule Management
The Create Schedule wizard appears.
Create Schedule Diec 3, 2010 2:4523 PM EST
Schedule Name and Description Details of Schedule schedule Added
Step 1: Create Schedule - Schedule Mame and Description
Schedule Name:
Description/Comments:
-
=

M Cancel

4l I ol

2 Type aschedule name and description in the fields provided.
3 Click Next.
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The Details of Schedule view appears.

Create Schedule Drec %, 2010 2:53:37 PM EST

Schedule Mame and Description Details of Schedule Schedule Added

Step 2@ Create Schedule - Details of Schedule

Schedule Name: test
Description/Comments: whatever

Start Date E December = EEHEI J
Start Time[hh:mm] ﬁU 'ﬁD

Recurrence Pattern
& Once
€ Perindical
" Daily
" Weekly
" Monthly
 Yearly

Range of Occurrence
CnpEng  End Date f [December ]P0 ||
& End By Dat® £ng Time [hh:mm] FU 'ﬁD

Back ﬂl Cancel

1 | i
4 Usethefields provided to specify the details of the new schedule.
Note

At any time you can click Back to move to the previous screen.

5 When you are finished specifying the details of the schedule, click Add.
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The Schedule Added view appears. The Schedule Added view displays a
summary of the new schedule.

Crasts Sekaduls

Sehedule Name and Description

Details of Schedule Schedule Added

Schy
test

Descripian Comments:
whatewar

Sehchide Tenim
Nexd Schdubed Tire

Recurrercce Pattern Range of Octurrence

Dt
Fri D 03, 2000 200000 £57 onee

Tire Reange:
End By Dec 04, 2000 0200 Dec 0, 010 2000-Dec 4, 2010 0200 Ty

Edit Schedule | Goto Schedule List |

4

|
6 Click Goto ScheduleList to return to the Manage Schedules view.

Deleting a Schedule
To delete a schedule:

1 Onthe Manage Schedules view (Administration > System Configuration >
M anage Schedules), click the row of the schedule you want to delete.

Therow is highlighted.
2 Click Delete Selected.

A verification dialog box appears.
3 Click OK.

The schedule is del eted.

27
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System Configuration Summary

The System Configuration Summary view (Administration > System Configuration >
System Configuration Summary) displays various PulseNET configuration details.

T » System » System Ci

qurati v = Friday, December 3, 2010 9:28 AM - 128 PM 4 hours
05
Type Windows 2003 %36 5.2, ia32
Patch

Service Pack 2

High v ailability

Status -
[] Peers 0
Database
Hust localhost
Port 13306
Type

MySOL 5.1.45-enterprise-commercial-pro

Hibernate Dialect cam.quest.nitro. hibernate. MySCLDialect

Database Mame

pulsenet
User pulsenst
Embedded true
Secure Connection False

Click either link on the High Availability panel to view High Availability status or peer
information.



Working with Licenses

This chapter describes how use the Licensing view (Administration > Licensing) for:
* Requesting aLicense
* Installing aLicense

* Managing Licenses

T Administration » Licensing Aug 30, 2010 12:12:50 PM EDT

-
i

Licensing

IManage License for PulseMET

—«| Requesta License

------ ) ] .
* Request more licenses to enhance your manitoring capacity.

5| Install aLicense
------- L )
- &dd a new license to your server,

Manage Licenses
*Manage the installed licenses on the sarver,

Requesting a License

AsaPulseNET administrator, you can request PulseNET licenses.

A license provides PulseNET with capacity so that it can authorize and monitor devices.
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To request a PulseNET license:
1 FromtheLicensing view, click Request a License.

A dialog box appears requesting input.

Request License x

Conkack Marne * I

Access Code * I

Desired Capacity * I

Hardware ID MTAUMC =M TQUMT L
Comment * ;I

[

* indicates required field

Request License Maw | Zancel |

2 Enter your name in the Contact Namefield.

3 Enter your access codein the next field. This codeis saved; you do not haveto re-
typeit for subsequent license requests.

4 Enter the desired capacity (remotes and access points) of the license. For
example, if you want to be able to monitor 100 access points and 300 remotes,
enter 400.

5 Enter any comments you have in the Comment field.
6 Click Next.
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An e-mail requesting the license is sent automatically through PulseNET to GE.
If you have not configured PulseNET e-mail settings, PulseNET opensthe license
reguest for you to send through an external email client.

Note For information about configuring PulseNET e-mail settings, see Chapter 2,
“Configuring System Settings”.

If the request is granted, the new license is sent to you within one business day.

Installing a License

The following procedure describes how to install alicense.
Toinstall alicense:
1 From the Licensing view, click Install a License.

A dialog box appears prompting you to provide a Licensefile.

Install License X
Choose a License file Browse... I
Install I Cancel I

2 If you know the name and location of the license file, enter it in the field
provided. If you do not know the name of the license file, click Browse... to
locate it.

Note The file must be on the machine where the browser is running.
3 Click Install.

If thelicenseisvalid, it isinstalled on the PulseNET system. Otherwise, you
receive a message stating that the license fileisinvalid.

Note If you have a license installed that is about to expire, you are asked if you want to
migrate the existing authorized devices to the new license. If you want to migrate
authorized devices to the new license, click Migrate. For instructions on how to
migrate authorized devices to a new license, see “Migrate Authorized Devices from
an Expiring License to a New License” on page 34.

Installed licenses appear in the Manage Licenses list (Administration >
Licensing > Manage Licenses).



32 PulseNET
Administrator’s Guide

Managing Licenses

Installed licenses are listed in the Manage Licenses view (Administration > Licensing
> Manage Licenses).

T Administration > Licensing > Manage Licenses Dec 8, 2010 BiS4E3 AM EST

[ Install & License: Delete Search P =
IManitoring Capacity

Tatal Used Free

r B 595-12345 500 25 475 Aug 17, 292278994 2:12:55 AM

Status Serial Murnber Expires on

In the Manage Licenses view, you can:
» Sort the Manage Licenses List
e Searchfor an Installed License
» Filter the Manage Licenses List
* Install aNew License
* Deletean Installed License
» Migrate Authorized Devices from an Expiring Licenseto a New License

Sort the Manage Licenses List

To sort the Manage Licenses list by a particular column heading, click that column
heading. An arrow beside that column heading indicates the order (ascending or
descending) in which the users are sorted.

Search for an Installed License

Use the Search toal at the top right of the Manage Licenses list to search for a specific
installed license. For instructions on how to use the Search tool, see “Working with
Tables’ in the PulseNET Quick Sart Guide.
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Filter the Manage Licenses List

Use the Search tool at the top right of the Manage Licenses list to filter thelist. For
instructions on how to use the Search tool, see “Working with Tables” in the PulseNET
Quick Sart Guide.

Install a New License

To install anew licensg, click Install aLicense at the top left of the Manage Licenses
view and then follow the instructions in “Installing a License” on page 31.

Delete an Installed License
To delete an installed license:

1 Click the check box next to the license'sicon to select the license.

Note The check box is only enabled if the license is expiring (that is, if the license is two
weeks or less from its expiration date).

The Delete icon becomes enabled.
2 Click the Deleteicon.

A dialog box appears and asks you if you are sure.
3 Click Delete.
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Migrate Authorized Devices from an Expiring License to a New
License

Important To migrate authorized devices from an expiring licence to a new license, you must have
a new license installed. For instructions on how to install a new license, see “Installing a
License” on page 31.

To migrate authorized devicesto a new license:

1 Click the number in the Used column (under the Monitoring Capacity heading)
for the expiring licence from which you want to migrate devices.

Note This functionality is only available if the license is expiring (that is, if the license is
two weeks or less from its expiration date).

The Migration dialog box appears.

2 Inthe column at the left, click the check boxes for the devices you want to
migrate.

To select al of the devices, click the check box at the top of the column.
3 Click Migrate Now.

A confirmation dialog box appears.
4 Click Proceed.

The authorized devices you selected are migrated to the new license.

License Order when Authorizing Devices

If your environment has amix of active (the expiry date is more than fourteen days
away) and expiring (the expiry dateisin fourteen days or less) licenses, the following
order is used by PulseNET when authorizing devices:

1 theactive license pool with remaining capacity that is expiring earliest, followed
by the active license pool with remaining capacity that is expiring next, until all
active licenses are exhausted

2 theexpiring license pool with remaining capacity that is expiring earliest,
followed by the expiring license pool with remaining capacity that is expiring
next, until all expiring licenses are exhausted
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Example 1

There are two active licenses: one with an expiry date of July 1st and remaining
capacity for ten devices and another with an expiry date of August 1st and remaining
capacity for twenty devices.

Today is May 20th and you want to authorize fifteen devices.
PulseNET will consume license capacity in the following order:
1 theten available on the July 1st license
2 fiveof the twenty available on the August 1st license

The July 1st license will then have no remaining capacity, and the August 1st license
will have remaining capacity for fifteen devices.

Example 2

Likein Example 1, there are two active licenses. one with an expiry date of July 1st and
remaining capacity for ten devices and another with an expiry date of August 1st and
remaining capacity for twenty devices.

There are also two expiring licenses: onewith an expiry date of May 21st and remaining
capacity for ten devices and another with an expiry date of May 22nd and remaining
capacity for ten devices.

Today is May 20th and you want to authorize forty devices.
PulseNET will consume license capacity in the following order:
1 theten available on the July 1st license
2 thetwenty available on the August 1st licence
3 theten available on the May 21st license

The July 1st, August 1st, and May 21st licenses will then have no remaining capacity.
The May 22nd license will still have remaining capacity for ten devices.
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Collection Configuration

This chapter describes how to use the Collection Configuration view (Administration
> Collection Configuration) for:

« SNMP Configuration
« Dlink Configuration
» Collection Management

T > Collection Configurati Diec 2, 2010 4:41:50 PM EST

- Collection Configuration

Configure credentials used in discovery as well as collection parameters.

Y| SNMP Configuration
=== * Configure your SMMP credentials for discovery and data collection,

' Dlink Configuration

S== - Configure your Dlink ssttings for discovery and data collectian.

4_ Collection Management
= * Configure the frequency that your data is collected.
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SNMP Configuration

This section describes how to use the SNMP Configuration view (Administration >
Collection Configuration > SNM P Configuration).

T

ion > Collzction » SNMP Config i Aug 30, 2010 12:37:19 PMEDT

SMMP w1 and w2c Community Strings

@add... | 0sete Search e
Walues Managed
Devices
I public 31 =)
SHMP w3 Credentials
@ add... | Delete Search
s i Authentication Privacy Managed
Frotocal Passphrase Frotocol Passphrase Devices
T test SHA ek AES192 koot o9 )

Click here to configure advanced SHMP settings. OS

From the SNMP Configuration view, you can:;

Add an SNMP v1 or v2c Community String

Delete an SNMP v1 or v2c Community String

Add SNMP v3 Credentials

Edit SNMP v3 Credentias

Delete SNMP v3 Credentials

Configure Advanced SNMP Settings

Migrate Devices from One Community String or Set of Credentials to Another
Sort an SNMP Table

Search for an SNMP Community String or Set of Credentials

Filter an SNMP Table
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Add an SNMP v1 or v2c Community String

To add an SNMP v1 or v2c community string:

1 Inthe SNMP v1 and v2c Community Stringstable, click Add...

Note The Add... button is disabled if neither SNMP v1 or SNMP v2c are selected for use
in the advanced SNMP settings. For information about configuring advanced SNMP
settings, see “Configure Advanced SNMP Settings” on page 42.

A dialog box appears prompting you to provide acommunity string.

2 Enter acommunity string and click Save.

Delete an SNMP v1 or v2c Community String

To delete an SNMP v1 or v2¢c community string:

1 Inthe SNMP v1 and v2c Community Stringstable, click the check box next to the
community string you want to delete.

The Delete button becomes enabl ed.
2 Click Delete.

Alternatively, you can click the Deleteicon in the row for the community string you
want to delete.

Note Itis not possible to delete a community string that is being used to manage devices.
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Add SNMP v3 Credentials
To add SNMP v3 credentials;

1 Inthe SNMP v3 Credentials table, click, click Add...

Note The Add... button is disabled if SNMP v3 is not selected for use in the advanced
SNMP settings. For information about configuring advanced SNMP settings, see
“Configure Advanced SNMP Settings” on page 42.

A dialog box appears prompting you to provide SNMP v3 credentials.

Mew SMMPY3 Credential Dialog 4
Lser Mame |
Security Level % Mo authentication and no privacy,

™ Authentication and no privacy,

™ Bukhentication and privacy.
Aukhentication |MD5;| |

Privacy |DES =] |

Savel Cancel |

2 Enter anamein the User Name field.

Note At present, PulseNET does not support multiple SNMP v3 credentials with the same
user name but different passwords.

3 Select asecurity level:

a Noauthentication and no privacy indicates that the identity of the sender is
not verified.

b Authentication and no privacy indicates that the identity of the sender is
verified.

¢ Authentication and privacy indicates that the identity of the sender is
verified and the information is encrypted.

4 If the security level requires authentication, specify an authentication protocol
and passphrase.

5 If the security level requires privacy, specify a privacy protocol and passphrase.
6 Click Save.
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Edit SNMP v3 Credentials
To edit SNMP v3 credentials:;

1 Inthe SNMP v3 Credentiastable, click the user name corresponding to the
SNMP v3 credentials you want to edit.

A dialog box appears prompting you to edit the SNMP v3 credentials.
2 Edit the credentials.

For information about the credentials, see “Add SNMP v3 Credentials’ on
page 40.
3 Click Save.

Delete SNMP v3 Credentials
To delete SNMP v3 credentials;

1 Inthe SNMP v3 Credentiastable, click the check box next to the set of
credentials you want to delete.

The Delete button becomes enabl ed.
2 Click Delete.

Alternatively, you can click the Deleteicon in the row for the set of credentials you want
to delete.

Note Itis not possible to delete a set of credentials that is being used to manage devices.
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Configure Advanced SNMP Settings

To configure advanced SNMP settings:

1 Click the advanced SNM P settings link at the bottom |eft of the SNMP
Configuration view.

The Advanced SNMP Settings dialog box appears.

Advanced SMMP Settings s
SMMP Usage Wi W W2 W W3 i
SHMP Target Port |1E-1
SMMP Timeouk {ms) |?|:||:||:|
ICMP Timeout {ms) |5|:||:||:|
Snmp wWorker Threads |1|:|
ICMP Worker Threads |1|;|

Savel Cancel |

On the Advanced SNMP Settings dialog box, you can configure the following

parameters:
Parameter Definition Default
SNMP Usage Thisisthe version of SNMP that PulseNET uses | All
for communication. Select the check boxes
associated with the versions you want your
PulseNET system to use.
SNMP Target Port Thisisthe port used for SNMP communication. | 161
SNMP Timeout (ms) | Thisthe length of time PulseNET will wait for a | 7000

device to respond to an SNMP request.
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Parameter Definition Default
ICMP Timeout (ms) | Thisthe length of time PulseNET will wait for a | 5000

device to respond to an ICMP request.
SNMP Worker Thisisthe number of threads the system usesfor | 10
Threads SNMP. This value will need to be increased as

the number of devices PulseNET is monitoring

increases. Additional threads consume CPU and

memory, so caution is required when increasing

this value.
ICMP Worker Thisisthe number of threads the system usesfor | 10
Threads ICMP. Thisvaluewill need to beincreased asthe

number of devices PulseNET is monitoring
increases. Additional threads consume CPU and
memory, so caution is required when increasing
thisvalue.

2 Make changes to one or more of the settings.

3 Click Save.
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Migrate Devices from One Community String or Set of
Credentials to Another

To migrate devices:

1 Click in the Managed Devices column of the row for the community string or
credential from which you want to migrate devices.

A dialog box appears prompting you to select the devices to be migrated.

Iigrate Credential Wizard LS

Select radios

Search 2. =
Drervice Mame Device Location Device Conkack
WALSEN-1822iMet-R Apk 3609 75 Thorndiffe Park Dr | Todd Brown (S00-063-0815) -

MOMOMNA-BS3SMR-R Apk 3609 75 Thorncliffe Park Dr - Anna Melson (146-241-2722)
SOUTHA-2546MR-R Apt 3609 75 Thorncliffe Park Or | Anthony Cain (358-077-2419)
WALSEN-7741iMet-R Apk 3609 75 Thorndliffe Park Or - Mary Smith (581-759-1707)
BETHEL-5439MR-R. Apt 3609 75 Thorncliffe Park Dr - Betty Harper (863-452-6040)
WALSEN-1327iMet-R Apk 3609 75 Thorncliffe Park Dr - Benjamin Maddoos: (993-375-8791)
DAKESD-4492MR-R. Apt 3609 75 Thorncliffe Park Or | Dorothy Reeves (949-357-0422)
CLARIO-S5745iMet-R  Apk 3609 75 Thorndliffe Park Dr | Bernard Riley (135-825-1042)
WALSEN-AP2-B Apk 3609 75 Thorndliffe Park Dr | Anita Mathews (201-442-6754)
HIMESE-4385iMet-R.  Apt 3602 75 Thorncliffe Park Dr  Jacqueline Sosa (752-213-9911)
HAWEIN-9443iMat-R | Apk 3609 75 Thorndiffe Park Dr - Brian Hunk {119-361-6217)
WALSEN-3195iMet-R Apk 3609 75 Thorndliffe Park Dr - albert Rodriquez (225-959-8752)

| [ &

i A e i o o A e o R e I |

-

Freviaus I Nextl Finishl Cancell

2 Inthe column at the l€ft, click the check boxes for the devices you want to
migrate.

To select al of the devices, click the check box at the top of the column.
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3 Click Next.

You are prompted to either select a destination community string or set of
credentials or to select anew SNMP version.

Migrate Credential \Wizard

Select Destination Credential

Search o-] =
Skring [ User Mame Authentication Privacy
SHMP w1 and w2 Community Strings -
© public Mak used Mok used
SMMP w3 Credentials
test SHA, BES192

Mewy SMMP Wersion |1 'l

Previous | Nextl Finishl Cancel |

4 Select adestination community string or set of credentials or select anew SNMP
version.

5 Click Finish.

Sort an SNMP Table

To sort an SNMP table by a particular column heading, click that column heading. An
arrow beside that column heading indicates the order (ascending or descending) in
which thetableis sorted.
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Search for an SNMP Community String or Set of Credentials

Use the Search tool at the top right of the appropriate table to search for a specific
SNMP Community String or set of credentials. For instructions on how to use the
Search tool, see “Working with Tables” in the PulseNET Quick Sart Guide.

Filter an SNMP Table

Use the Search tool at the top right of an SNMP table to filter the list. For instructions
on how to use the Search tool, see “Working with Tables’ in the PulseNET Quick Sart
Guide.

Dlink Configuration

This section describes how to use the DIink Configuration view (Administration >
Collection Configuration > Dlink Configuration).

Master Seed Settings

@ add. . | Delete
1P Address Part Passive Discovery Sleep Mode Discovery
[RESTABN 9999 trus true
w01z 9999 trus true
10013 9999 true true

From the Dlink Configuration view, you can:
* AddaDlink Master Seed
» Edit Dlink Master Seed Settings
» Delete aDlink Master Seed



Collection Configuration 47
Dlink Configuration

Configure Advanced Dlink Settings
Sort a Master Seed Table

Search for aMaster Seed

Filter aMaster Seed Table

Add a Dlink Master Seed
To add a Dlink Master Seed:

1

In the Master Seed Settings table, click Add...

A dialog box appears prompting you to provide an |P address and a port for the
terminal server associated with the master seed.

Enter the |P address and port in the appropriate fields.

L eave the Passive Discovery check box selected if you want passive discovery to
be the default for this seed. Clear the check box if you want active discovery to be
the default.

War ning: The choice between active and passive discovery can significantly
affect the length of time the discovery process takes and the impact the discovery
process has on your network.

Passive polling requests information from the master and waits for the master to
provide the details.

Active polling demands an immediate response from the master and requires
deliberate requests from the master to the remotesit is managing.

If the application polling in your system is of arelatively high frequency, passive
polling may be more efficient.

Leave the Sleep Mode Discovery check box selected if the radio network isin
sleep mode. Clear the check box if the radio network is not in sleep mode.

Click Save.

If the Sleep Mode Discovery check box is selected, awarning dialog box appears.
Click Continue.

The master seed is added.
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Edit Dlink Master Seed Settings
To edit Dlink master seed settings:

1 Inthe Master Seed Settingstable, click the IP address of the terminal server
associated with the master seed for which you want to edit settings.

A dialog box appears prompting you to edit the master seed settings.
2 Edit the settings.

For information about the settings, see“Add aDlink Master Seed” on page 47.
3 Click Save.

Delete a Dlink Master Seed
To delete a Dlink master seed:

1 Inthe Master Seed Settings table, select the check box that corresponds to the
master seed you want to delete.

The Delete button becomes enabl ed.
2 Click Delete.

Note Itis not possible to delete a master seed that is the parent of other PulseNET-monitored
devices.




Configure Advanced Dlink Settings
To configure advanced Dlink settings:

Collection Configuration

Dlink Configuration

1 Click the advanced Dlink settingslink at the bottom left of the DIink

Configuration view.

The Dlink Advanced Configuration dialog box appears.

Dlink. Adwanced Configuration Dialog

Dlink &l Device Advanced Setting Panel

DLink Active Monitoring Request Timeout {ms}

DLink Active Discovery Request Timeout {mis)

DLink Passive Discovery Request Timeout {ms)

DLink Active Monitoring Request Max Retries {Ccount)
DLink Active Discovery Request Max Retries {count)
DLink Worker Threads {count)

DLink Use Passive Discovery

DLink Active Discovery Min Unit Address {(count)

DLink Active Discovery Max Unit Address {count)

DLink Passive Discovery Repeats {Ccount)

DLink Active Request Gap {ms)

DLink Sleep Mode Discovery Wakeup Gap {(ms)

DLink Sleep Mode Discovery Wakeup Iterations {counkt)
DLink Sleep Mode Discovery Timeout {ms)

DLink Sleep Mode Discovery Sleep Inhibit Timeout {ms)

DLink Sleep Mode Monitoring Wakeup Gap {ms)

|

I655350

49

[¥] x

100 -
| [I»

Savel Cancel I
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Use the Dlink Advanced Configuration dialog box to configure the following

parameters:

Parameter Definition Default
Dlink Active Thisisthe length of time PulseNET will wait for | 2000
Monitoring Request | adeviceto respond to a Dlink monitoring
Timeout (Ms) request.
Dlink Active Thisisthe length of time PulseNET will wait for | 2000
Discovery Request adevice to respond to a Dlink active discovery
Timeout (Ms) reguest.
Dlink Passive Thisisthelength of time PulseNET will wait for | 60000
Discovery Request adevice to respond to a Dlink passive discovery
Timeout (mMs) request.
Dlink Active Thisis the number of times PulseNET will retry | 1
Monitoring Regquest | a monitoring request.
Max Retries (count)
Dlink Active Thisisthe number of times PulseNET will retry | O
Discovery Request adiscovery request.
Max Retries (count)
Dlink Worker Thisisthe number of threads the system usesfor | 10
Threads (count) Dlink. Thisvaluewill need to beincreased asthe

number of devices PulseNET is monitoring

increases. Additional threads consume CPU and

memory, so caution is required when increasing

this value.
Dlink Use Passive Thisisthetype of discovery PulseNET uses Check
Discovery when communicating with a Dlink device box

directly, rather than through a master seed.
PulseNET uses either passive or active
discovery.

Note For passive discovery of devices to run properly,

the firmware revision on the devices must
support passive discovery.
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Parameter Definition Default
Dlink Active Thisisthe lowest unit address in the range of 0
Discovery Min Unit | unit addresses you want PulseNET to search
Address (count) through when performing discovery.
Dlink Active Thisisthe highest unit address in the range of 9999
Discovery Max Unit | unit addresses you want PulseNET to search
Address (count) through when performing discovery.
Dlink Passive Thisisthe number of additional times, in 2
Discovery Repeats succession, you want PulseNET to repeat the
(count) discovery.
Dlink Active Thisisthe length of time PulseNET will wait 2000
Request Gap (ms) between making active requests for datato a

Dlink device.
DLink Sleep Mode | Thisisthelength of time PulseNET will wait 100
Discovery Wakeup between sending wakeup messages to a Dlink
Gap (ms) device in sleep mode when doing discovery.
DLink Sleep Mode | Thisisthe number of wakeup messages 30
Discovery Wakeup PulseNET will send to aDlink devicein sleep
Iterations (count) mode when doing discovery.
DLink Sleep Mode | Thisisthelength of time PulseNET will wait for | 100
Discovery Timeout aDlink device to respond after sending a
(ms) discovery request.
DLink Sleep Mode | Thisisthe maximum length of time PulseNET 655350
Discovery Sleep will keep a sleep-mode Dlink network awake for
Inhibit Timeout (ms) | discovery. PulseNET will wake the network

again if discovery has not finished in this amount

of time.
DLink Sleep Mode Thisisthe length of time PulseNET will wait 100

Monitoring Wakeup
Gap (ms)

between sending wakeup messages to a Dlink
device in sleep mode when doing discovery.
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Parameter Definition Default
DLink Sleep Mode | Thisisthe number of wakeup messages 30
Monitoring Wakeup | PulseNET will send to a Dlink device in sleep
Iterations (count) mode when doing discovery.
DLink Sleep Mode | Thisisthelength of time PulseNET will wait for | 100
Monitoring Timeout | a DIlink device to respond after sending a
(ms) collection request.
DLink Sleep Mode | Thisisthe maximum length of time PulseNET 655350
Monitoring Sleep will keep a sleep-mode Dlink device awake to
Inhibit Timeout (ms) | collect data. PulseNET will wake the device
again if collection has not finished in this amount
of time.
Dlink TCP Port Thisisthe port PulseNET uses when 9999
communicating with aDlink |1P device directly,
rather than through a master seed.
ICMP Timeout (ms) | Thisisthelength of time PulseNET will wait for | 5000
an |P device to respond to an ICMP request.
HTTP Timeout (ms) | Thisisthelength of time PulseNET will wait for | 5000
an |P device to respond to an HTTP request.

2 Make changesto one or more of the settings.

3 Click Save.

Sort a Master Seed Table

To sort amaster seed table by a particular column heading, click that column heading.
An arrow beside that column heading indicates the order (ascending or descending) in
which the table is sorted.
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Search for a Master Seed
Use the Search tool at the top right of the appropriate table to search for a specific

53

master seed. For instructions on how to use the Search tool, see “Working with Tables’

in the PulseNET Quick Sart Guide.

Filter a Master Seed Table
Use the Search tool at the top right of a master seed table to filter the list. For

instructions on how to use the Search tool, see “Working with Tables” in the PulseNET

Quick Sart Guide.

Collection Management

AsaPulseNET administrator, you can use the Collection Scheduler (Administration >

Collection Configuration > Collection M anagement) to configure the sample
frequency of data collection.

3 > Gollection > i Fab 10, Z011 4:56.110 PR EST

Callection Scheduler for MDS Dewices

it

Schedule Configuration

Every 1 minutes

Every 1 minutes

NENNENEERNY

Every 1 minutes

Collection Scheduler For LAM Devices Callection Scheduler For Dlink Dewvices

il

Search S-] = Search = -

Schedule
Configuration Ferfor
LAk Devices = Every 815
Ciseo Devices = Every 15

Schedule
CanFiguration

DLink Dewvices =4

Type

Every 2 minukes

Every 2 minukss

The Collection Scheduler lists the devices that PulseNET can monitor.



54 PulseNET
Administrator’s Guide

You can configure the sample frequency of data collection for each.

Important When configuring data collection frequency for a device, it is important to understand
how data collection frequency for performance or availability information and trigger
delay values together affect the raising of alerts. For detailed information about this
interdependency, see “Trigger Delay Values and Data Collection Frequency” on page 56.

To configure the collection schedul e of configuration data for a device:

1 Click the Schedule Configuration icon for the type of device for which you want
to configure the collection schedule.

The Define Collection Schedule dialog box appears.

Define Collection Schedule ®

Specify collection ke

Mirukes o0 (15 30 (%45
Hours r Haurs
ro1 |
r:z
3
M4
s
=
=z
s
< 9 '
Days of Week [T ton [T Tue W wed [ Thu [ Fri
[T 5at [ 5un

Savel Cancel I

a Specify the minute of the hour for collection by clicking the appropriate radio
button. For example, 15 means 15 minutes after the hour.
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b Specify the hour(s) for collection by checking the hour(s). For example, 7
means 7 am.

¢ Specify the day(s) of the week for collection by checking the day(s).

For example (see image above), if you click 45 for Minutes, 9 for Hours, and
Wed, PulseNET will collect data at 9:45 am. every Wednesday.

2 Click Save.
To specify the interval for performance collection for a device:

1 Click in the Performance column of the row for the device type for which you
want to specify the interval.

A dialog box appears.
2 Specify theinterval.
3 Click Save.

To specify the interval for availability collection for a device:

Note This is not available for Dlink or LAN devices.

1 Click in the Availability column of the row for the device type for which you
want to specify the interval.

A dialog box appears.
2 Specify theinterval.
3 Click Save.

To disable schedul e configuration for Dlink devices:

Note If you disable schedule configuration for Dlink devices, up time is not collected. Therefore,
soon after the device is authorized, the initial up time value reported for the device no longer
applies.

1 Click in the Schedule Configuration Enable column of the Dlink Devices row.
A confirmation dialog appears.

2 Click Yes.
Schedule configuration for Dlink devicesis disabled.
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Once disabled, to enable schedule configuration for DIink devices, follow the same
steps above.

Important If you disable schedule configuration for Dlink devices and then later enable it, the
collection schedule returns to the default collection schedule. That is, any previous
collection schedule you configured is not retained.

Trigger Delay Values and Data Collection Frequency

A trigger delay value isthe number of consecutive times a certain threshold must be met
to cause arule to raise the corresponding alert (warning, critical, or failure). For
information about rules and aerts, see “Working with Rules and Alerts’ on page 77.

The collection frequency is the frequency with which PulseNET pollsadevicefor a
certain type of information (configuration, performance, or availahility).

It isimportant to understand how trigger delay values and data collection frequency for
performance or availability information together affect the raising of aerts.

The following example illustrates this interdependency.

Example

For a particular device, the signal-to-noise ratio (SNR) change for the warning alert is
set to 2 dB with atrigger delay value of 4. This meansthat if the 2 dB threshold ismet 4
collectionsin arow for that device, awarning alert is raised.

The collection frequency for the performance information of the deviceis set to every 5
minutes.

With this configuration, an SNR change warning alert, if required, will be raised 15
minutes after the first time the 2 dB threshold is noticed by PulseNET.

If you change the collection frequency to 1 hour, an SNR change warning aert, if
required, will be raised 3 hours after the first time the 2 dB threshold is noticed.

If the collection frequency remains set to every 5 minutes, and you change the trigger
delay valueto 6, an SNR change warning alert, if required, will be raised 25 minutes
after the first time the 2 dB threshold is noticed.



Working with Devices

This chapter describes how to use the Device Selection view (Administration >
Device Selection) for:

« Discovering SNMP Devices

» Discovering Dlink Devices

» Authorizing Devices

» Configuring Access Point Failover

¢ Creating and Managing Maintenance Windows
« Decommissioning a Monitored Device

* Managing Devices

T Administration > Device Selection & Thursday, December 2, 2010 2:02 PM - £:02 PM & hours =

B, Devi |
Device Selection

Discovver and select your SMMF radios or Dlink radios For monitoring

G;. SNMP Device Selection
@==] - Discover and authorize SMMP radios.

[ Dlink Device Selection
@==] - Discovery and authorize Diink radios.
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Discovering SNMP Devices

Perform discovery to find the devices you want PulseNET to monitor.

To discover devices:

1 Inthe Device Selection view (Administration >

Device Selection), click SNM P Device Selection.

The SNMP Device Selection view appears.

2 Click Discover Devices... at the top left of the view.

The Discovery Wizard appears.

Discovery Wizard

Specify the credentials used to discover radios.

ShMP W1 and W2C Community Strings

r Strings
[T public

SMMP W3 Credentials

Authentication
Protacal Passphrase
[T test SHA Ak

User Mamas
r

Zouldn't find the SMMP credentials? Click here to configure.

Search jol

Search jolbd
Privacy

Prokacal Passphrase
HES192 AR

Presious I Nextl Finishl

Hi

Cancel I
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3 Onthe Discovery Wizard, specify the SNMP community string(s) and/or
credential(s) to be used to discover devices.

The more you specify, the longer discovery islikely to take.

Note If you do not see the SNMP community string(s) or credential(s), click the link at the
bottom left of the Discovery Wizard to configure them. For information about
configuring SNMP, see “SNMP Configuration” on page 38.

Note  Community strings are disabled if neither SNMP v1 or SNMP v2c are selected for
use in the advanced SNMP settings. Credentials are disabled if SNMP v3 is not
selected for use in the advanced SNMP settings. For information about configuring
advanced SNMP settings, see “Configure Advanced SNMP Settings” on page 42.

4 Click Next.
Note At any time you can click Previous to go back to the previous step.

The Discovery Wizard prompts you to specify an | P address search space.

Discovery Wizard
IP Search Space

@ addP... @ add IF Range. .

IF
Add an IF criteria For searching

Exclude Criteria [3},

@ addP... € add IF Range. ..

IF
Specify IP ko remove From search

Mo IP ranges have been specified.

Presvious | NextI FinishI Cancell

To specify an IP address, click Add | P... The Edit IP dialog box appears. Enter
the IP address and click Add. The IP address is added to the search space.
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To specify an |P address range, click Add | P Range... The Edit IP Range dialog

box appears.
Edit IP Range Dialog x
From  Jio -Jio cjizo t
To o o izt 2

.ﬁ._l:h:ll Zancel |

Enter an |P address range and click Add. The IP address range is added to the
search space.

For example, an |P address range of 10.10.120.1 - 10.10.121.2 will add
10.10.120.1, 10.10.120.2, 10.10.121.1, and 10.10.121.2 to the search space.

Add several |P addresses and | P address ranges, if necessary.
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On the same screen of the Discovery Wizard, you are prompted to specify IP
address exclude criteria.

Discavery Wizard =
IP Search Space

@ addIP... @ AddIFRange...

IP
&dd an IP criteria for searching

Exclude Criteria [5},

@ addIP... @ AddIFRange...

IF
Specify IP to remove From search

Mo IP ranges have been specified.

Previous I Nextl Finishl CanceII

To specify an IP address, click Add I P... The Edit | P dialog box appears. Enter
the IP address and click Add. The IP address is added to the exclude criteria.
Note There is no need to exclude the IP addresses of devices that are already authorized;

PulseNET excludes them by default. Click the Exclude Criteria Information icon to
see a list of other IP addresses PulseNET excludes by default.

To specify an |P address range, click Add | P Range... The Edit IP Range dialog
box appears. Enter an | P address range and click Add. The IP addressrange is
added to the exclude criteria

Add several IP addresses and | P address ranges, if necessary.

Note The Discovery Wizard provides an estimate of the time it will take to perform
discovery. This is a worst-case estimate based on the configuration of the advanced
SNMP and ICMP settings. For information about configuring advanced SNMP and
ICMP settings, see “Configure Advanced SNMP Settings” on page 42.
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5 Click Finish.
PulseNET processes your discovery request.

Discovery Progress

Discovered devices that can be authorized appear in the list in the left pane and
discovered devicesthat are ineligible appear in the Ineligible Devices pane at the right.
For instructions on how to authorize devices, see “ Authorizing Devices’ on page 68.
For information about discovered ineligible devices, see the “Ineligible Devices’
section.

During discovery, in the Discovery Notice Message pane, you are notified about any
decommissioned devices (that you may want to re-authorize) and about any monitored
devicesthat have significant configuration changes.

Therefore, if there are decommissioned devices you want re-authorized, you can
perform discovery to re-authorize them. Also, if you become aware that the
configuration for a device has changed and you do not have the information you require
to manually edit the configuration, you can perform discovery to acquire the new
configuration information.

Ineligible Devices

Note PulseNET cannot discover ineligible Dlink devices.

SNMP devices can be deemed ineligible for one of the following reasons:
» Thedeviceis one that PulseNET does not monitor.
» PulseNET successfully made contact with the device, but could not connect to it.

Note This could be a configuration problem and should be investigated. To assist you in
this investigation, you may want to export the ineligible devices list. For information
about how to do this, see “Exporting the Ineligible Devices List".
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Exporting the Ineligible Devices List

If PulseNET discovered ineligible devices and you want to investigate, you can export
theineligible deviceslist to assist you in the investigation.

To export the ineligible deviceslist:
1 Click the Customizer icon at the top right of thelist.
A popup appears.
2 On the popup, click Export...
Another popup appears.
3 On this new popup, select an export format.
Thelist is exported in the format you selected.

Discovering Dlink Devices

Caution When the Dlink discovery process starts, scheduled collections for already-authorized
Dlink devices are suspended. The collections resume automatically when Dlink
discovery is completed.

Perform discovery to find the devices you want PulseNET to monitor.

Note For the discovery of devices to run properly, the DType of the master device must be
configured as Root.

To discover devices:

1 Inthe Device Selection view (Administration >
Device Selection), click Dlink Device Selection.

The Dlink Device Selection view appears.
2 Click Discover Devices... at the top left of the view.
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The Discovery Wizard appears.

Discovery Wizard X

Specify the credentials used ko discover radios.

[~ Dlink Terminal Server via Seed File

[T sD Radio via IP

Previous I Nextl Finishl Cancell

3 On the Discovery Wizard, specify the search type to be used to discover devices.

PulseNET can search for Dlink devices using references (seeds) to specific
master devices and/or it can attempt to find master devices automatically (SD
only), within a specified I P range.

4 Click Next.
Note At any time you can click Previous to go back to the previous step.

5 If you selected Dlink Terminal Server via Seed File on the previous screen,
specify the Dlink master seed(s) to be used to discover devices. Otherwise,
proceed to the next step.

The more master seeds you specify, the longer discovery islikely to take.

Note If you do not see any Dlink master seeds, click the link at the bottom left of the
Discovery Wizard to configure one or more. For information about configuring Dlink,
see “Dlink Configuration” on page 46.

6 Click Next.
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If you selected the SD Radio via | P check box in step 2, the Discovery Wizard
prompts you to specify an | P address search space. Otherwise, proceed to the next

step.

Discavery Wizard x
IP Search Space

@ addP... € add IF Range. ..

IP
Add an IP criteria For searching

Exclude Criteria [5},

@ addP... € add IF Range. ..

IF
Specify IP ko remove From search

Mo IP ranges have been specified.

Previous | Nextl FinishI Cancell

To specify an IP address, click Add IP... The Edit IP dialog box appears. Enter
the IP address and click Add. The IP addressis added to the search space.
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To specify an |P address range, click Add | P Range... The Edit IP Range dialog

box appears.
Edit IP Range Dialog x
From  Jio -Jio cjizo t
To o o izt 2

.ﬁ._l:h:ll Zancel |

Enter an |P address range and click Add. The IP address range is added to the
search space.

For example, an |P address range of 10.10.120.1 - 10.10.121.2 will add
10.10.120.1, 10.10.120.2, 10.10.121.1, and 10.10.121.2 to the search space.

Add several |P addresses and | P address ranges, if necessary.
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On the same screen of the Discovery Wizard, you are prompted to specify IP
address exclude criteria.

Discavery Wizard =
IP Search Space

@ addIP... @ AddIFRange...

IP
&dd an IP criteria for searching

Exclude Criteria [5},

@ addIP... @ AddIFRange...

IF
Specify IP to remove From search

Mo IP ranges have been specified.

Previous I Nextl Finishl CanceII

To specify an IP address, click Add I P... The Edit | P dialog box appears. Enter
the IP address and click Add. The IP address is added to the exclude criteria.
Note There is no need to exclude the IP addresses of devices that are already authorized;

PulseNET excludes them by default. Click the Exclude Criteria Information icon to
see a list of other IP addresses PulseNET excludes by default.

To specify an |P address range, click Add | P Range... The Edit IP Range dialog
box appears. Enter an | P address range and click Add. The IP addressrange is
added to the exclude criteria

Add several IP addresses and | P address ranges, if necessary.

Note The Discovery Wizard provides an estimate of the time it will take to perform
discovery. This is a worst-case estimate based on the configuration of the advanced
Dlink settings. For information about configuring advanced Dlink settings, see
“Configure Advanced Dlink Settings” on page 49.
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7 Click Finish.

PulseNET processes your discovery request.

Discovery Progress

Discovered devices that can be authorized appear in the list in the left pane. For
instructions on how to authorize devices, see “ Authorizing Devices’ on page 68.

During discovery, in the Discovery Notice Message pane at the top right you are
notified about any decommissioned devices (that you may want to re-authorize) and
about any monitored devices that have significant configuration changes.

Therefore, if there are decommissioned devices you want re-authorized, you can
perform discovery to re-authorize them. Also, if you become aware that the
configuration for a device has changed and you do not have the information you require
to manually edit the configuration, you can perform discovery to acquire the new
configuration information.

Authorizing Devices

After discovering devices, you can authorize them to be monitored by PulseNET.

To authorize devices:

1

In the Device Selection view (Administration >
Device Selection), for the device(s) you want to authorize, click the
corresponding check box(es) in the list in the |eft pane.

The Authorize... button becomes enabl ed.

Click Authorize...

A dialog box appears and asks you if you are sure.
Click Authorize.

PulseNET processes your request.

Note

If your environment has a mix of active (the expiry date is more than 14 days away) and
expiring (the expiry date is in 14 days or less) licenses, PulseNET assigns authorized
devices to licenses in a specific license order. For more information, see “License Order
when Authorizing Devices” on page 34.
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Configuring Access Point Failover

If aMercury access point has afailover device, you can configure that in PulseNET.
When the failover device for an access point is configured in PulseNET and failover
occurs, PulseNET pollsthefailover device for availability and performance datainstead
of the primary device.

Note Before configuring a failover device, you must first discover and authorize the primary
device. For information on how to perform discovery, see “Discovering SNMP Devices” on
page 58. For information on how to authorize devices, see “Authorizing Devices” on
page 68.

To configure a failover device for a Mercury access point:

1 Navigate to the Detail view of the access point for which you want to configure a
failover device.

2 At thetop right of the Detail view, click the Administrative Menu icon and
select Configure Fail-Over Device from thelist.

The Update/Remove Fail-Over Device dialog box appears.
3 Enter the IP address of the failover device.
4 Click Update.

When the failover device for an access point is configured in PulseNET and failover
occurs, the device identity information (device name, serial number, location, and so on)
displayed in the Role Summary view and in the Detail view of the device does not
change; that is, the device identity information for the primary access point is still
displayed. However, PulseNET now polls the failover device for availability and
performance data.

The presence of the Failover icon, next to the device name, on the Role Summary view
and on the Detail view of the device indicates that the failover deviceis now the
operational device. Also, on the Detail view of the device, the IP address of the failover
deviceis displayed in the Configuration pane at the top of the view.
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Promote the Failover Device to be the Primary Access Point
To promote the failover device to be the primary access point:

1 Whilethe original failover deviceisthe operational access point, decommission
the primary access point.

For information on how to decommission a device, see “Decommissioning a
Monitored Device’ on page 72.

2 Perform discovery so that you can authorize the original failover deviceto bea
PulseNET-licensed device.

For information on how to perform discovery, see “Discovering SNMP Devices”
on page 58.

3 Authorize the original failover device.

For information on how to authorize a device, see “Authorizing Devices’ on
page 68.

4 Configure athird device to be the new failover device.

For information on how to configure adevice to be afailover devicein
PulseNET, see “Configuring Access Point Failover” on page 69.

Creating and Managing Maintenance Windows

If you know that maintenance tasks are scheduled to be performed on adevice and you
do not want alerts raised for that device during the maintenance period, you can
configure a maintenance window for the device.

There are two types of maintenance window: temporary and scheduled. A temporary
maintenance window is configured to happen only once. A scheduled maintenance
window is configured to happen repeatedly according to a schedule.

To create a temporary maintenance window:

1 Navigate to the Detail view of the device for which you want to create a
mai ntenance window.

For more information on Detail views, see “Detail Views’ in the PulseNET
User’s Guide.

2 Atthetop right of the Detail view, click the Administrative Menu icon and
select Temporary Maintenance Window from the list.
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The Create Temporary Maintenance Window dial og box appears.
Click within the Sart Timefield to configure a start time.

A calendar appears.

From the calendar, select a month and day and enter atime.

When you are finished, click within the Sart Time field again to close the
calendar.

Select an end time configuration method from the list provided.
Click Next.

If you selected Custom Duration, enter the number of hours, days, months or
years the maintenance window isto last. If you selected Choose the End Time,
configure an end date and time for the maintenance window. When you are
finished, click Next again.

Optional. If thisis an access point with authorized remotes, you can choose to
apply the maintenance window to downstream devices.

Note Once a maintenance window is created that includes downstream devices, it is not
possible to remove the window for just a subset of those devices.

Click the check box beside a downstream device to include that device in the
maintenance window. To include all downstream devices in the maintenance
window, click Select All.

Click Finish.

To create a schedul ed maintenance window:

1

2

Navigate to the Detail view of the device for which you want to create a
mai ntenance window.

For more information on Detail views, see “Detail Views’ in the PulseNET
User’s Guide.

At thetop right of the Detail view, click the Administrative Menu icon and
select Scheduled Maintenance Window from the list.

The Create Scheduled Maintenance Window dialog box appears.

Select a PulseNET pre-defined schedule from the list provided, or click Create
New Schedule to create your own schedule.

For descriptions of the PulseNET pre-defined schedules, see “Working with
PulseNET Reports’ in the PulseNET User’s Guide.
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If you chose to create your own schedule, create the schedule using the New
Schedule wizard and click Finish.

Click Next.

Optional. If thisis an access point with authorized remotes, you can choose to
apply the maintenance window to downstream devices.

Note Once a maintenance window is created that includes downstream devices, it is not
possible to remove the window for just a subset of those devices.

Click the check box beside a downstream device to include that device in the
maintenance window. To include all downstream devices in the maintenance
window, click Select All.

6 Click Finish.

Managing Maintenance Windows

You can view alist of the configured maintenance windows for adevice, and you can
del ete maintenance windows.

To view a list of the configured maintenance windows for a device:

At the top right of the Detail view for the device, click the Administrative Menu
icon and select Review Maintenance Windows from the list.

A popup with alist of the configured maintenance windows for the device
appears. For each maintenance window, the schedule is defined. The popup also
indicatesif the deviceis presently within a particular maintenance window and if
a maintenance window is scheduled for the future.

To del ete a mai ntenance window for a device:

Note

For a maintenance window that includes downstream devices, it is not possible to remove
the window for just a subset of those devices.

1 Atthetopright of the Detail view for the device, click the Administrative Menu

icon and select Review Maintenance Windows from the list.

A popup with alist of the configured maintenance windows for the device
appesars.
Click the check box next to the maintenance window you want to delete.

To select all maintenance windows, click Select All.

3 Click Remove Selected.
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A confirmation dialog box appears.
Click Delete.

Decommissioning a Monitored Device

If you know that a monitored device is not available and you do not want data collected
from that device (because, for example, that would incorrectly impact PulseNET
summary statistics), you can decommission the device.

To decommission a monitored device:

1

Navigate to the Detail view of the device you want to decommission.

For more information on Detail views, see “Detail Views’ in the PulseNET
User’'s Guide.

At the top right of the Detail view, click the Administrative Menu icon and
select Decommission from the list.

The Decommission dialog box appears.

Click the check mark beside any associated downstream device (if applicable)
that you also want to decommission. To select all downstream devices, click
Select All.

Note  When you decommission a Dlink device, any downstream devices are automatically
decommissioned.

Click Yes.

A dialog box asking if you are sure you want to decommission the device(s)
appesrs.
Click Yes.

The device is decommissioned and removed from the Monitored Devices list.

To re-authorize a decommissioned device:

1

Perform discovery. For instructions on how to perform discovery, see
“Discovering SNMP Devices’ on page 58.

Note In step 4 of the “Discovering Devices” procedure, if you know an IP range within
which the device resides, simply configure that range to be the IP address search
space. Similarly, if you know the IP address of the device, configure just that IP
address to be the search space.
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During discovery, in the Discovery Progress pane at the top right, you are notified
about any decommissioned devices that you may want to re-authorize.

2 When PulseNET completes discovery, click the link provided to re-authorize the
device.

The Recommission Device dialog box appears.

Recommission Device Dialog

Search &)

- -

r IP Mame Device Description

[T 10.0,141,79 CAMTOM-8261MR-F & Mercury D00 remobe located inl =
[T 10.0.141.89 CAMTOMN-4875MR-R A Mercury 200 remoke located in E

< | b -

Recommission | Cancell

3 Select the device(s) you want to re-authorize and click Recommission.
The device(s) are re-authorized.

Note Authorized devices consume license capacity. For more information about licenses, see

Chapter 3, “Working with Licenses”.
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On aDevice Selection view (Administration > Device Selection > SNMP or Dlink
Device Selection), devices are listed in either the Discovered Devices list (at the top
|eft), the Ineligible Devices list (at the top right, and for SNMP devices only), or in the

Monitored Deviceslist below.

The Monitored Deviceslist can be toggled open or closed using the arrow to the right of

its heading.

T Achiistaton » Device Selection > Device Sellection
Discovered Devices: Selected 0 {remaining capacty 575.)

Discaver Devices,., | - Authrize, . Search B =

Fr Model Role Serial Humber Vendar
Mo devices have been discoversd, Run "Discover Devices” to find devices,

Moritored Devices

Device Hame Device Description Device Contact

BRIDGE-AP1-A A Mercury 900 access poirt located in Bridgevills, P& Dinight Harrs (441-738-6251)

PERCY-AP1-A A0 MDS INET-T1 900 access poink located in Percy, T Mathew Wliamsan (430-464-3579)
GILBER-AP5B A0 MDS INET-T1 900 access poirk located in Gibert, 5C David Bradley (952-789-1680)
RICHLA-GP3- A0 MDS INET-T1 900 access poirt located in Richlands, NC Ermest Mecarthy (769-017-5367)
COMSTO-APE-A | Mercury 900 access poink located in Comstock, N Sharon Perkins (931-882-1730)
COMSTC-B992MR-R | A Mercury 900 remote located in Metamora, I Karen Brocks (371-756-2473)
PLYMOU-2526Het-R | An INET 500 remote located in Glenburn, ND WMargaret Taylor (615-533-177L)
BOLING-2351 Met-R | An INET-T1 900 remote located in Auburn, 1 iliam Miler (228-329-4216)
PLYMOU-6576INEt-R | An INET 900 remote lacated in Round Top, WY Harold ller (552-135-3339)
DEERFL-9231MR-R | & Mercury 3650 remote lacated in Argyle, T4 Jeffrey Johnson (742-322-0565)

BOLING-Z213iNet-R. | An INET-L1 900 remote located in Salisbury Center, Y Glenn Wilson (S01-857-8551)

From the Device Selection view, you can:
» Sortalist
e Searchfor aDeviceinalist
» FilteralList
» Discover Devices

Sort a List

 Monday, August 30, 2010 733 AN - 733 AN 28 haurs =

Discovery Progress

Tnelgble Devices

Search p-l 5
P Marme Device Description Setial Number
Thers Is o et To Dislay
Search p-] =
3 Mac Madsl Number Device Lacetion Sol - B

Number — Device
10,0423  BSEMFT.CESEEF Mercury 900 Apk 3609 75 Thomelffe Park Dr 245503753
1:66 MDS NET-I1 900 Apk 3603 75 Thornclffe Park Dr 289961531
10.0.141.195 1EBRFDACFE:S6  MDS INET-1900 Apk 3609 75 Thormelffe Park Dr 789961531

10.0,140,248 78048

10.0.140.15  50:21:28:02:40:05  MDS INET-I1900 Apk 3609 75 Therniclffe Park Dr 701185375
10.0.144.202 75:6A:035%92:0F Mercury 900 Apk 3509 75 Thornelffe Park Dr 945503783
10.0.141.92  C6:1B:622B:B4FD Mercury 900 Apk 3509 75 Thornelffe Park Dr 123347917

10.0,141.16  F7.78: 549 NET 500 Apk 3603 75 Thormelffe Park Dr 356613045
10.0,141,43  ALDL 4:D9 MNET-IIS00  Apk 3609 75 Thomelife Park Dr 267729159
10.0.141.59  DD:IRES:SFDESRS NET 900 Ak 3609 75 Thormelffe Park Dr 145503753

10.0.142.28  18:36:CA9B:07:AC Mercury 3650 Apk 3609 75 Thrmelffe Park Dr 536850420
10.0.142,48  OA:6B:SAIFEA4 NET-II900  Apk 3509 75 Thormelffe Park Dr 370034264

To sort alist by a particular column heading, click that column heading. An arrow
beside that column heading indicates the order (ascending or descending) in which the

devices are sorted.
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Search for a Device in a List

Use the Search tool at the top right of the list to search for a specific device. For
instructions on how to use the Search tool, see “Working with Tables” in the PulseNET
Quick Sart Guide.

Filter a List

Use the Search tool at the top right of thelist to filter the list. For instructions on how to
use the Search tool, see “Working with Tables’ in the PulseNET Quick Sart Guide.

Discover Devices

Perform discovery to find the devices you want PulseNET to monitor. For instructions
on how to perform discovery, see“Discovering SNMP Devices’ on page 58 and
“Discovering Dlink Devices’ on page 63.



Working with Rules and Alerts

This chapter describes how to use the Rules view (Administration >
Rulesand Alerts) for:

Enabling and Disabling Rules
Configuring Rule Thresholds

Turning Notification Email On or Off
Turning an SNMP Trap Action On or Off
Creating Custom PulseNET Rules
Editing a Custom Rule

Removing a Custom Rule
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T fdminsatin » Rubes and Alerts Dve 3, 2000 8:2451 A4 EST
| Pudsenen system Ruies | Custom Rudes |
Sanech Le)o=
Lo Tree ey = Noridl wuz:ﬁmmuamu wwm“:‘uu Fata M
A ko Harcury Atess Ponks Raise & warming when a0 AP fals orer to ks badup. . Q@ @ o @ = =
B Acomss Pt bresth | INET 900 Access Puinks Bad fucess Puirk healh detected, . o ® O 00 0 00 =
Buad Access Ponk heakth, NET-IE 8ind hesith detected. - e ¢ © 0 @ @ 00 1
Uisd Access Pont hesth Mercury LU0 Access Points | Usd Access Fork hesth detected. L] Q © © 0 0 © 00 =
s Access Ponk hasth Marcury 650 Accass Points  Uad Acces Fork hesth detscted, . @ @ ®© 00 O 00 =
B Acuess Poink hreskth Hevcury Paints  Bad Fuit L] o 0O ©O 00 @ © 0 =
Bad Access Pont heakh | Dlnk fad heath detected. L] © ¢ @0 0 © 00 1
Dwice Unavalsbe LT ) Acoess Ponts The INCT-E Access ok & ok avalsble. [ ] m o @ (0] =
Device Unavalsble LT 00 Remotes The INET-1 Remmate & ot avalable. L] @ o @ @ =
Device Unavadeble  NET-I0900 Acomss Poinks The ET-IT Acoess Poink is nol avalebls. . 0] (OB 0] @ &
Dvice Linawadabln NET-IT %00 Reemates The INET-IT Reasmabe ks not avadabin. - 0] o @ (0] F
Device Unavalable Irkrepkds The Inkreckd Cevice b5 not swadsble. - @ o @ @ 1
et svalsbie. . 0] (o0} @ =
Device Unavalsble  Mercury 1800 Acoess Poinits The Mercury 1800 Access Poink s 1ot svalable, . 0] @ [0] =&
i ey , wenkotie, . [0) [o}0] 0] i
st Wercury The Mercury slable. . 0] [o}N0] @ 1
skl Hercury The Méroury 250 Remote i not svalstle, - (0] [oRI 0] (0] =
Havcuy Poinks  The Meroury 500 Arcess okt is ot svadathe, . [0] o © @ =
¥ ¥ walstle. L] @ Q0 @ 1t
Cevicn Unavalsble Dlink Aicoess Points The Chnk Device Access Point b5 not svalable. [ ] @ o @ (0] i
lebh svalitie. L] (0] (0B 0] (0] &
Figh CPUUzation Cisco Denvices. High CPU tiizstion detected, . T O O 0@ © 00 =&
e ¥ < - Q 0 00 @ @ 0OQ E]
Pece Resporvie Tame Pooe Shp detected - o @ © 0 0 @ OO0 1
Poor Response Time LT ) Reosss Ponts Poor ICMP round trip time detected. * m ©®© © 0O 0 © O 0O £}
Poor Resgrorese Tae | NET 900 Resmobes Po 1CMP round Lrip i cetected, . ™ ®© © O ® @© @© O g
Poor Resporsn Tene MET-IT Pocr 107 - o @ OO0 Q0 0 o0 Ef
Poce flesporrie oo NET-IE Poae 11 detrcted . o @ © 0 0 @ OO0 1
Poor Response Time LAM Dewices Poor SHME round tnp time detacted. ] @ © © 0 @ © O 0O =

The following table provides a description for each of the pre-defined PulseNET rules.
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Rule Description Severity
AP Fail-over This rule monitors for access point failover. warning
Note Failover is supported for Mercury devices only.
Bad Access Point | Thisrule monitors the percentage of remotes warning,
Health for an access point that arein aparticular alert | critical, fatal
state or worse. Beyond that percentage, the
access point may be the root cause of the
problem.
Device Thisrule monitorsthe availability of the device. | fatal
Unavailable
High CPU This rule monitors for high CPU utilization on | warning,
Utilization Cisco devices. critical, fatal
High Memory This rule monitors for high memory utilization | warning,
Utilization on Cisco devices. critical, fatal
Poor Response Thisrule monitorsthe ICMP round trip timefor | warning,
Time adevice. critical, fatal
RSSI Change This rule monitors for values of RSSI (for warning,
devices) that are outside a two-day moving critical, fatal
average.
RSSI Level This rule monitors the levels of RSSI for warning,
devices. critical, fatal
SNR Change This rule monitors for values of SNR (for warning,
devices) that are outside a two-day moving critical, fatal
average.
SNR Level This rule monitors the levels of SNR for warning,
devices. critical, fatal
Note  With the exception of the Device Unavailable rule, all PulseNET rules are disabled by

default.
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Enabling and Disabling Rules

Note The following procedure applies to PulseNET system and custom rules.

To enable or disablearule:
1 Click the Enable/Disableicon for the rule.
A rule status confirmation dialog box appears.
2 Click Yes.

Configuring Rule Thresholds
Most PulseNET rules have three thresholds (warning, critical, and fatal).

Note The following procedure applies to PulseNET system and custom rules.

To configure the threshold(s) for arule:
1 Click the Threshold icon for the rule.
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An Edit dialog box appears.
Edit: SMR Lewvel threshold walue For iMET 200 Remokes x
Threshold Yalue
] Lnit
Ame & Wy arning Critical ~ Fatal
Signal To Moise Ratio Lewvel dE a f 4 C
Trigger Delay counk 4 z z

Savel Cancel |

2 Inthetable provided, click the value you want to edit.
The value becomes highlighted.

Important When altering trigger delay values, it is important to understand how trigger
delay values and data collection frequency for performance or availability information
together affect the raising of alerts. For detailed information about this
interdependency, see “Trigger Delay Values and Data Collection Frequency” on
page 56.

3 Enter the new value.

Note Each of the configurable thresholds has an upper and lower limit. Hover over the
name of the threshold to view those limits.

4 When you are finished configuring threshold values, click Save.



82 PulseNET
Administrator’s Guide

Turning Notification Email On or Off

Pre-defined PulseNET rules are configured by default not to send a notification email
when a certain threshold is met.

Note The following procedure applies to PulseNET system and custom rules.

To turn netification email on or off:

1 Click the Email On/Off icon for the rule/severity pair for which you want to
change email notification.

A confirmation dialog box appears.

Note If you have not configured PulseNET email settings, the confirmation dialog box will
ask you if you want to do that now. For information about how to configure email
settings, see Chapter 2, “Configuring System Settings”.

2 If you have configured PulseNET email settings, click Yes.

Turning an SNMP Trap Action On or Off

Pre-defined PulseNET rules are configured by default not to send an SNMP trap when a
certain threshold is met.

Important The method of configuring an SNMP trap action to forward an alert for a custom rule
condition is different. For information on how to configure an SNMP trap action to
forward an alert for a custom rule condition, see “SNMP Trap Actions” on page 96.

To configure an SNMP trap action to forward an alert for a pre-defined PulseNET rule
condition:

1 Navigate to the Rules and Alerts view (Administration > Rulesand Alerts).

2 Inthe SNMP Trap column, click theicon that correspondsto the rule and severity
for which you want an SNMP trap sent.

The Change SNMP Trap Action dialog box appears, asking you to confirm or
cancel your choice.

3 Click Yes.
The SNMP trap action is set.
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Creating Custom PulseNET Rules

The custom rules functionality is available on the Rules view (Administration >
Rulesand Alerts).

The custom rules functionality is extensive and can be complex. The functionality that
is not documented hereis currently not supported. We recommend that you use the
following three examples to help you create the custom rules you need. For additional
information about rule parameters, see “Working with Custom Rule Parameters’ on

page 91.

Example 1: Add a rule that raises an alert when a metric drops below a
certain value.
To add a rule that raises an alert when a metric drops below a certain value;

1 OntheRulesview (Administration > Rulesand Alerts), click the Custom
Rulestab.

The Custom Ruleslist appears.
2 Click Add Rule.
The Create Rule view appears.

3 Onthe Rule Definition tab, type a name for the rulein the field provided (for
example, INET1 Remote Low Transmit Power Alert).

4 Specify the Multiple-Severity Rule type.
5 Specify Data Driven for rule triggering.

6 Under Rule Scope, select atopology type (for example, INET1Remote) from the
list provided. For more information on topology types, see “ Topology Types’ on

page 92.
7 Totheright of the Topology Type field, click the Append icon.

The topology type is appended to the rule.
8 Click Validate Rule Scopeicon.
Therule scopeis validated.
9 Typearuledescriptioninthefield at the top right.
10 Click Next at the top of the view.
11 Onthe Conditions, Alerts& Actionstab, click Warning.
12 On the Condition tab, select the Activate check box (if not already selected).
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13 Click the Condition Editor icon.
The Condition Editor appears.
14 Select the Metric/Property tab.
15 Click the type of scope (in this case, INET1Remote).
16 From the list of metrics at the right, select a metric (for example, transmitPower).
17 Click Insert.
The metric appearsin the Condition field.
18 Click Close.
19 Add acondition to the metric (for example, < 17.9).

Condition ( Severity Level Variables 1( Action w

¥ Activate

Condition: Alarm Message:
O O e = %
fitransmitPower# < 1".-‘.9| ;I

=

20 Click the Validate Condition icon to theright.
The condition is validated.

21 Test the new condition:
a Click Run Condition Query.

b Select a scoped object, on which to test the new condition, from the list
provided.

Note PulseNET must have obtained data that corresponds to the topology type you
defined in step 6 in order for scoped objects to appear in the list.

¢ Click the Paste icon next to Condition Query, and then select War ning from
the list that appears.

The rule condition is pasted into the field provided.
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d Click Execute Query.

Repeat step 12 through step 21 for Critical (with < 17.1 for the condition) and
Fatal (with < 17.0 for the condition).

Click Next at the top of the view.

You do not require the functionality on the Schedulestab for thisrule.
Click Next at the top of the view.

You do not require the functionality on the Behavior tab for thisrule.
Click Next at the top of the view.

Onthe Rule Variablestab, set Type to Expression (if not already set).
Under name, type a name (for example, transmit_pwr) for a new variable.
In the Expression field, define the variable to be #transmitPower#.
Click Add.

For the next variable, set Type to Message.

Under name, type a name (for example, message) for the new variable.

In the Expression field, define the variable to be: The transmit power of the
deviceis @transmit_pwr.

[ Fuln Definitian

Define Rule Variables
Rule Mams: (%71 Remote Law Transmit Bower alart
Rule Type: Multiple-Severity Rule
Hule Yanables
Hame ExpressionMessage ype
1 por [ — Earession Type
Hanwe
T f the d ] mit_pwe . [=]
ccAdd
Expression/bessage
|
al ]
Delete Sebecied

Click the Conditions, Alerts & Actions tab.

For each of the Warning, Critical, and Fatal actions, in the Alert Message field,
define the alert message to be @message. Now the conditions will call the
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variable you defined in step 30 through step 33 and provideit for the alert
message.

36 Click Finish at the top of thetab.

An overview of the new rule appears.

37 From the breadcrumbs at the top, click Rulesand Alerts.

Now you have arule that fires awarning alert when the transmit power of any
INET 1remote drops below 17.9, acritical alert when the transmit power of any
INET 1remote drops below 17.1, and afatal alert when the transmit power of any
INET 1remote drops below 17.0. The rule appears in the Custom Ruleslist.

Example 2: Add a rule that raises an alert when a metric exceeds a certain
value.

To add a rule that raises an alert when a metric exceeds a certain value:

1

9

On the Rules view (Administration > Rulesand Alerts), click the Custom
Rules tab.

The Custom Ruleslist appears.
Click Add Rule.
The Create Rule view appears.

On the Rule Definition tab, type a name for the rule in the field provided (for
example, Merc3650 Remote High Temp Alert).

Specify the Multiple-Severity Rule type.
Specify Data Driven for rule triggering.

Under Rule Scope, select atopology type (for example, Mercury3650Remote)
from the list provided. For more information on topology types, see “ Topol ogy
Types’ on page 92.

To the right of the Topology Type field, click the Append icon.
The topology typeis appended to the rule.

Click the Validate Rule Scopeicon.

Therule scopeis validated.

Type arule description in the field at the top right.

10 Click Next at the top of the view.
11 Onthe Conditions, Alerts& Actionstab, click War ning.
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On the Condition tab, select the Activate check box (if not already selected).
Click the Condition Editor icon.

The Condition Editor appears.

Select the Metric/Property tab.

Click the type of scope (in this case, Mercury3650Remote).

From the list of metrics at the right, select ametric (for example, paTemp).
Click Insert.

The metric appears in the Condition field.

Click Close.

Add a condition to the metric (for example, > 60).

Click the Validate Condition icon to the right.

The condition is validated.

Test the new condition:

a Click Run Condition Query.

b Select a scoped object, on which to test the new condition, from the list
provided.

Note PulseNET must have obtained data that corresponds to the topology type you

defined in step 6 in order for scoped objects to appear in the list.

¢ Click the Paste icon next to Condition Query, and then select War ning from

the list that appears.
The rule condition is pasted into the field provided.
d Click Execute Query.

Repeat step 12 through step 21 for Critical (with > 65 for the condition) and Fatal

(with > 70 for the condition).

Click Next at the top of the view.

You do not require the functionality on the Schedulestab for thisrule.
Click Next at the top of the view.

You do not require the functionality on the Behavior tab for thisrule.
Click Next at the top of the view.

Onthe Rule Variables tab, set Type to Expression (if not already set).
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27
28
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33
34
35
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Under name, type a name (for example, temp) for anew variable.

In the Expression field, define the variable to be #paTemp#.

Click Add.

For the next variable, set Type to Message.

Under name, type a name (for example, message) for the new variable.

In the Expression field, define the variable to be: The temperature of the deviceis
@temp.

Click Add.

Click the Conditions, Alerts & Actionstab.

For each of the Warning, Critical, and Fatal actions, in the Alert Message field,
define the alert message to be @message. Now the conditions will call the
variable you defined in step 30 through step 33 and provide it for the alert
message.

Click Finish at the top of the tab.

An overview of the new rule appears.

From the breadcrumbs at the top, click Rules and Alerts.

Now you have arule that fires awarning alert when the temperature of any
Mercury 3650 remote is above 60 C, acritical aert when the temperature of any
Mercury 3650 remoteisabove 65 C, and afatal aert when the temperature of any
Mercury 3650 remote is above 70 C. The rule appears in the Custom Ruleslist.

Example 3: Add a rule that raises an alert when two metrics are both at
warning levels.

To add a rule that raises an alert when two metrics are both at warning levels:

1

On the Rules view (Administration > Rulesand Alerts), click the Custom
Rules tab.

The Custom Ruleslist appears.
Click Add Rule.
The Create Rule view appears.

On the Rule Definition tab, type aname for the rule in the field provided (for
example, Merc900 Remote RSSI and SNR both Warning Alert).

Specify the Multiple Severity Rule type.
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5 Specify Data Driven for rule triggering.

6 Under Rule Scope, select atopology type (for example, Mercury900Remote)
from the list provided. For more information on topology types, see “ Topology
Types’ on page 92.

7 Totheright of the Topology Type field, click the Append icon.
The topology typeis appended to the rule.
8 Click the Validate Rule Scope icon.
Therule scopeis validated.
9 Typearuledescriptioninthefield at the top right.
10 Click Next at the top of the view.
11 Onthe Conditions, Alerts& Actionstab, click Warning.
12 On the Condition tab, select the Activate check box (if not already selected).
13 Click the Condition Editor icon.
The Condition Editor appears.
14 Select the Metric/Property tab.
15 Click the type of scope (in this case, Mercury900Remote).
16 From the list of metrics at the right, select a metric (for example, rssi).
17 Click Insert.
The metric appears in the Condition field.
18 Add a condition to the metric (for example, < -85).
19 From the list of metrics at the right, select a metric (for example, snr).
20 Click Insert.
The metric appears in the Condition field.
21 Click Close.
22 Add acondition to the metric (for example, < 9).

23 Place the cursor between the two statements and click the Amper sand button to
add & & (and) to the condition.

24 Click the Validate Condition icon to the right.
The condition is validated.
25 Test the new condition:
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40
41
42

a Click Run Condition Query.

b Select a scoped object, on which to test the new condition, from the list
provided.

Note PulseNET must have obtained data that corresponds to the topology type you
defined in step 6 in order for scoped objects to appear in the list.

¢ Click the Paste icon next to Condition Query, and then select War ning from
thelist that appears.

Therule condition is pasted into the field provided.
d Click Execute Query.
Click Next at the top of the view.
You do not require the functionality on the Schedulestab for thisrule.
Click Next at the top of the view.
You do not require the functionality on the Behavior tab for thisrule.
Click Next at the top of the view.
On the Rule Variablestab, set Type to Expression (if not already set).
Under name, type a name (for example, rssi) for anew variable.
In the Expression field, define the variable to be #rssi#.
Click Add.
Ensure Typeis till set to Expression.
Under name, type a name (for example, snr) for a new variable.
In the Expression field, define the variable to be #snr#.
Click Add.
For the next variable, set Type to Message.
Under name, type a name (for example, message) for the new variable.

Inthe Expression field, define the variable to be: The RSS! for the deviceis @rssi
and the SNR for the device is @snr.

Click Add.
Click the Conditions, Alerts & Actionstab.

For the Warning action, in the Alert Message field, define the alert message to be
@message. Now the warning condition will call the variable you defined in step
37 through step 40 and provide it for the aert message.
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43 Click Finish at the top of the tab.
An overview of the new rule appears.
44 From the breadcrumbs at the top, click Rules and Alerts.

Now you have arule that fires awarning aert when the RSSI and SNR values for
any Mercury 900 remote are both at warning levels. The rule appearsin the
Custom Ruleslist.

Working with Custom Rule Parameters

This section provides information on the more commonly used custom rule
parameters, which are available in the Create Rule view (Administration >
Rulesand Alerts > Custom Rules > Add/Edit Rule).

Note There are other custom rule parameters available through the Create Rule view. The
parameters that are not documented here are currently not supported.

Rule Types
For each custom rule, you must select one rule type.

The following table describes the rule types, which are available on the Rule Definition
tab of the Create Rule view.

Rule Type Description

Multiple-Severity* For a multiple-severity rule, you define warning, critical,
and fatal thresholds.

Simple For asimplerule, you define only one fire condition.

! Thisis the recommended rule type.

Rule Triggering Types

For each custom rule, you must select one rule triggering type, which defines the
evauation pattern of therule.

The following table describes the rule triggering types, which are available on the Rule
Definition tab of the Create Rule view.
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Triggering Type Description

Time Drivent Therule conditions are evaluated at a specified interval
(defined in the form hh:mm:ss).

Data Driven? Therule conditions are evaluated every time the data
associated with the rule is collected.

Event Drivent The rule conditions are evaluated in response to one of the
following event types: AgentManagementSystemEvent,
AlertSystemEvent, IncidentSystemEvent, or
ReportGeneratedEvent.

Schedule Drivent The rule conditions are evaluated according to a schedule

(either a PulseNET pre-defined schedule you choose or a
custom schedule you define). Thefunctionality for defining a
custom schedule for arule is the same as that for defining a
custom schedule for areport. For information on how to
define a custom schedule, see the proceduresin “Working
with PulseNET Reports’ in the PulseNET User’s Guide.

! Thistriggering typeis currently not supported.
2This s the recommended triggering type.

Topology Types

For each custom rule, you must select one PulseNET topology type for which theruleis
defined. A topology type represents a PulseNET object or group of PulseNET objects.
The following table lists and describes examples of the topology types, which are
available on the Rule Definition tab of the Create Rule view.
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Topology Type

Description

MercuryA ccessPoint

This topology type represents all PulseNET-monitored
Mercury access points.

MercuryRemote

This topology type represents all PulseNET-monitored
Mercury remotes.

M ercury900A ccessPoint

This topology type represents al PulseNET-monitored
Mercury 900 access points.

Mercury900Remote This topology type represents all PulseNET-monitored
Mercury 900 remotes.

INetAccessPoint This topology type represents al PulseNET-monitored
INet access points.

INetRemote This topology type represents al PulseNET-monitored
INet remotes.

INet2A ccessPoint This topology type represents all PulseNET-monitored
INet2 access points.

INet2Remote This topology type represents al PulseNET-monitored
INet2 remotes.

PnSdRadioDetail This topology type represents al PulseNET-monitored
Dlink devices.

PnSdA ccessPoint Thistopology type represents all PulseNET-monitored
Dlink access points.

PnSdRemote This topology type represents al PulseNET-monitored

Dlink remotes.

PnLanDeviceDetail

This topology type represents al PulseNET-monitored
LAN devices.

PnCiscoDeviceDetail

Thistopology type represents all PulseNET-monitored
Cisco devices
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Topology Type Description

Intrepid This topology type represents al PulseNET-monitored
Intrepid devices.

Note All topology types from the PulseNET topology model are listed in the Topology Type list.
Most are not recommended for creating custom rules.

To exclude Cisco devices from aLAN device custom rule, you need to specify the
following under Rule Scope on the Rule Definition tab:

PnLanDeviceDetail where topologyTypeName<>'PnCiscoDeviceDetail'

Email Actions

You can configure an email action to forward a custom rule aert to one or more email
addresses.

Note Before you configure email actions, you must first configure email settings. For information
on how to configure email settings, see “Email Configuration” on page 18.

To configure an email action to forward an alert:

1 Navigate to the Rules view (Administration > Rulesand Alerts) and click the
Custom Rules tab.

The Custom Ruleslist appears.
2 For theruleto which you want to add an e-mail action, click the Edit icon.

The Edit Rule view appears. The Edit Rule view has the same functionality as
the Create Rule view. For information on this functionality, see “ Creating
Custom PulseNET Rules’ on page 83.

3 Navigateto the Conditions, Alerts & Actionstab.

4 For amultiple-severity rule, click the severity level (Warning, Critical, Fatal) bar
for which you want to configure an email action. For asimplerule, click the Fire
bar.

Note  Multiple-severity is the recommended rule type.
5 Click the Action tab.
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Define the action type.

Note PulseNET can initiate the email action when the rule condition becomes valid
(enters) or when the rule condition is no longer valid (exits).

Select one of the following Action Type options: Entering or Exiting.

Select EmailAction from the list provided.

Optional. In the Description field, add a description of the action.

Click Add.

The email action is added.

From the Actionslist, click the new EmailAction link.

The action parameters appear.

Define the email recipient(s).

a Locate the mail.recipient parameter and click the link to its value.

b From the Registry Variableslist, select the mail.recipient registry variable.

The mail.recipient registry variable corresponds to the mail recipient(s)
configured in the PulseNET email settings. For information on how to
configure PulseNET email settings, see “Email Configuration” on page 18.

¢ Click Close.

Define the email subject.

a Locate the mail.subject parameter and click thelink to its value.
b Click the User Defined tab.

¢ Type an appropriate subject (for example, the name of therule) in the field
provided.

d Click Close.

Define the email message.

a Locate the mail.message parameter and click thelink toitsvalue.
b From the Rule/System Variableslist, select the message variable.

A message variable for acustom PulseNET rule is user-defined. For
information on how to define a message variable, see step 26 to step 33in
“Example 1: Add arule that raises an alert when a metric drops below a
certain value.” on page 83.



96 PulseNET
Administrator’s Guide

If you choose the message variable for the mail.message parameter, the e-mail
message is the same as the alert message.

¢ Click Close.
14 Click Save All at the bottom of the Conditions, Alerts & Actions tab.

Now an email is sent to the email address(es) configured when either the associated rule
condition becomes valid or the associated rule condition is no longer valid (depending
on the action type you defined in step 6).

SNMP Trap Actions

You can configure an SNMP trap action to forward a custom rule alert to a remote
SNMP trap receiver.

Note Before you configure SNMP trap actions, you must first enable SNMP trap actions and
provide a community string and a target address for the remote SNMP trap receiver. For
information on how to configure SNMP trap action settings, see “SNMP Trap Action
Configuration” on page 20.

To configure an SNMP trap action to forward an alert:

1 Navigate to the Rules view (Administration > Rulesand Alerts) and click the
Custom Rules tab.

The Custom Ruleslist appears.
2 For theruleto which you want to add an SNMP trap action, click the Edit icon.

The Edit Rule view appears. The Edit Rule view has the same functionality as
the Create Rule view. For information on this functionality, see “ Creating
Custom PulseNET Rules’ on page 83.

3 Click the Rule Variablestab.
4 Make sure the variable type is Message.

5 Under name, type a name in the following format: snmpEmbedded<Severity>
(where <Severity> isthe rule severity for which you are configuring an SNMP
trap action). Example: snmpEnabledWarning.

6 Inthe Expression field, define the variable to be true.
7 Click Add.
The new variable is added. Make sure the change is saved.
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8 When you are finished making the change, click Rulesand Alertsin the
breadcrumbs at the top of the screen to return to the Custom Rulesllist.

Now an SNMP trap is sent to the designated SNMP trap receiver when the associated
rule condition becomes valid.

Editing a Custom Rule
You can edit custom rules.
To edit a customrule:

1 Navigate to the Rulesview (Administration > Rulesand Alerts) and click the
Custom Rulestab.

The Custom Ruleslist appears.
2 Click the Edit icon in the row of the rule you want to edit.

The Edit Rule view appears. The Edit Rule view has the same functionality as
the Create Rule view. For information on this functionality, see “ Creating
Custom PulseNET Rules’ on page 83.

3 Using the availabl e tabs, make the change(s) you want to the rule. Make sure any
changes you make on atab are saved before you move to another tab.

4 When you are finished making the change(s), click Rules and Alertsin the
breadcrumbs at the top of the screen to go back to the Custom Ruleslist.

Removing a Custom Rule
You can delete custom rules.
To delete a custom rule:

1 Navigate to the Rulesview (Administration > Rulesand Alerts) and click the
Custom Rules tab.

The Custom Ruleslist appears.

2 Click the Remove icon in the row of the rule you want to remove.
A dialog box appears asking if you are sure.

3 Click Delete.
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Working with Reports

This chapter describes how to use the Reporting view (Administration > Reporting)
for:

» Generating a Report

« Scheduling a Report

* Managing Reports

¢ Building Custom Reports

T Administration > Reporting Diec 9, 2010 1:30:28 PM EST

Reporting

Reports on the system,

! Generate Report
*Generate and downlnad a report From a template,

_ Schedule a Report
=L -schedule & repart with a template for later sxecution,

Manage Reports
Mo reports are availble in the syskem,

Build a Custom Report
*Immediately after bulding a custom template, you can use it ba generate a repart based on data that you specify.
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Generating a Report

AsaPulseNET administrator, you can generate the various PulseNET reports.

To generate a report, from the Reporting view (Administration > Reporting) click
Gener ate Report and then follow the instructions under “ Generate a New Report” in
“Working with PulseNET Reports’ in the PulseNET User’s Guide.

Scheduling a Report

AsaPulseNET administrator, you can schedule PulseNET reportsto run in the future.

To schedule areport, from the Reporting view (Administration > Reporting) click
Schedule a Report and then follow the instructions under “ Schedule a Report to Runin
the Future” in “Working with PulseNET Reports’ in the PulseNET User’s Guide.

Managing Reports

Generated and scheduled reports are listed in the Manage Reports view
(Administration > Reporting > Manage Reports).

T Admirictration » Reporting > Manage Reports Sep 10, 2010 4:09:26 PMEDT

[} Generate aReport [ Schedule aReport | [ Manage Schedules ‘ Delste Search P =
r Execution ™ Name Template Schedule Format  Size (hites)

r Gf Oct1, 2010 12:00:00 M1 AP Overview | Access PoinkMaster Overview (Report) Bieginning of the morth FDF Runnewn. *
r [f  3ep28, 2000 3:00:00 AW TestRun Avalatity For All Devices (Repart) Off-Hours Database Maintenance FOF Run naw,
r [ 3ep1l, 2010 12:00:00 A4 TestRunZ Avallabilty For Monikared Access Points(Masters (Report) Dally OFf Hours FOF Runnow.

You can use the Manage Reports view to perform a number of report-related tasks.

For information about and procedures for the report-rel ated tasks that are common to
both operators and administrators, see “Working with PulseNET Reports’ in the
PulseNET User’s Guide.
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Managing Reports

For information about and procedures for the report-related tasks only administrators
can perform, see the “Managing Report Schedules” subsection.

Managing Report Schedules
An administrator has access to the Manage Report Schedules view (Administration >

Reporting > Manage Reports > Schedules).

Sep 2, 2010 6:43:19 AM EDT

% Administeation > ..+ > Manage Repons > Schedules
Search o~

@ Hew Schedule. ., Remove Schedules
Description Mezxk Execution Time
Sep 10, 2010 12:00:00 AM =

| Mame =
[T Test Schedule 1 nfa

[T Test Schedule 2 Sep 9, 2010 12:00:00 PM
[T Test Schedule 3 Sep 7, 2010 12:00:00 &AM

nfa

nfa

You can use the Manage Report Schedules view to:

* Create aNew Schedule
Delete an Administrator-Created Schedule

Note The schedules that are provided with PulseNET cannot be deleted.
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Create a New Schedule
To create a new schedule:
1 Click New Schedule...
The New Schedule Wizard appears.

Simple Mew Scheduls Wizard s

Select a schedule pattern type

O P once =
o F‘E] Periodical
O B Daily

O 2 weekly

Frewvious | Nextl Finishl Caru:ell

2 Create your new schedule using the New Schedule Wizard and click Finish.
Your schedule is added to the list of available schedules.
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Delete an Administrator-Created Schedule

To delete and administer-created schedul e:

1

Click the check box next to the schedul€’s icon to select the schedule.
The Delete icon becomes enabled.

Click the Deleteicon.

A dialog box appears and asks you if you are sure.

Click Delete.

Building Custom Reports

AsaPulseNET administrator, you can build a custom report.

Build a Custom Report

The following instructions guide you through building a custom report.

To begin building a custom report:

From the Reporting view (Administration > Reporting), click Build a Custom
Report.

The Add view dialog box appears with anew blank report displayed in the
backround. The Add view dialog box is awizard that assists you with adding a
view to your report.

On the Add view dialog box, the available input datais displayed at the left and
the available view styles are displayed at the right.

Adding the First View to Your Custom Report

To add thefirst view to your new custom report:

1 Withthe Add view dialog box open, select atype of input data (a group of objects

or an individual object) from the list provided (for example, PN Operation > All
Access Points).

The view styles available for the type of input data you select are enabled at the
right.

Note The Table view style is only available when you choose a group for the input data
type. The Property view style is only available when you choose an individual object
for the input data type.
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2 Select the view style for displaying the data. The following table describes the
available view styles.

Important The Table view style presents data the most efficiently and is the recommended

view style.

View Style Description

Metric Viewt Choose metrics, for the input data item you selected, to be
represented in a chart, as agauge, or in alist.

Table View? Choose metrics to be represented as the columns of atable,
where each row in the table is an object from the group you
selected for the input data item.

Property View! Choose properties of the object you selected for the input
data item to be displayed in aname-value list or as labels.

Pre-defined View Choose a pre-defined PulseNET view template to display

Template! data associated with the input dataitem you selected.

1 Thisview styleis currently not supported.
2Thisis the recommended view style.
3 Click Next.

If you selected Metric View, go to step 4. If you selected Table View, go to step 5.
If you selected Property View, go to step 6. If you selected View Template, go to
step 7.

4 Metric View steps:

a Fromthelist at the top left, select ametric, or anumber of metrics, to be
represented in a chart, on agauge, or in alist.

b At the bottom left, select the type of chart, gauge, or list.
A preview of how the datawill be displayed in the report is shown at the right.
¢ Click the Common tab.
d Optional. Add atitle for the view and adjust the height of the title.
e Click the Metric Labelstab.
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Optional. For the metric(s) you selected, select a metric label from the list(s)
provided.

There may only be one metric label in a list, depending on the metric(s) you selected.

Optional. For the metric(s) you selected, select a parent label from the list(s)
provided.

Note There may only be one parent label in a list, depending on the input data you

k

selected.
Click the Options tab.

Optional. Set the available metric view parameters. For descriptions of the
available parameters, see Appendix: Custom Report Metric View Parameters.

Proceed to step 8.

Table View steps:

a
b

C

d
e
f

g

From the list provided, select the properties you want to appear in the view.
Click Next.

Optional. Alter order of the columns and the label of and alignment within
each column, and select arenderer (Current Average, Period Average, or
Sparkline) for the data for each metric.

Click Next to preview the new view.

Click Next.

Optional. Specify rulesto filter the selected data.
Proceed to step 8.

Property View steps:

a
b
c
d

From thelist at the left, select the properties you want listed in the view.
Select the view style for displaying the propertiesin the view.

Click Next.

Optional. Add atitle for the view.

Optional. If you selected Name-Value List asthe view style, alter the list
order, select arenderer (Current Average, Period Average, or Sparkline) for
the data for each metric you added and then click Next to preview the new
view.

If you selected Property Renderer asthe view style, alter thelist order, add the
same preceding text for all properties, configure the preceding text style, select
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arenderer (Current Average, Period Average, or Sparkline) for the data for
each metric you added, add following text to the properties, and configure the
following text style(s).

f Proceedto step 8.

7 View Template steps:

a Fromthelist at the left, select a pre-defined report view templ ate.

A preview of how datawill be displayed in the report view is shown at the
right.

b Click the Common tab.
¢ Optional. Add atitle for the view.
d Proceedto step 8.

8 Click Finish.

The first view is added to the report.

Adding Another View to Your Custom Report
To add another view to your report using the Add view dialog box:

Click Add view to access the Add view dialog box and follow the stepsin
“Adding the First View to Your Custom Report” on page 103.

To add another view to your report using the drag and drop functionality:

1 Click the arrow at the far right of the PulseNET interface to open the Action

panel.
On the Action panel, click the Data tab.

From thelist of data, select adataitem for the input dataand drag the dataitem to
the custom report workspace.

A popup appears with three of the following four view style choices: Select
metrics, Create atable, Select properties, and Select a view. These choices
correspond to the four view styles described in the table in “ Adding the First
View to Your Custom Report” on page 103.

Note Create a table is only available when you choose a group for the input data type.

Select properties is only available when you choose an individual object for the input
data type.

Select the view style for displaying the propertiesin the view.
The Create view dialog box appears.
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If you chose Select metrics, go to step 4 of “To add the first view to your new
custom report:” on page 103 and follow the rest of that procedure. If you chose
Create atable, go to step 5 and follow the rest of the procedure. If you chose
Select properties, go to step 6 and follow the rest of the procedure. If you chose
Select aview, go to step 7 and follow the rest of the procedure.

Changing the Name of Your Custom Report

To change the name of your custom report:

1
2

Click the name of the report at the top of the custom report workspace.

Enter a new name and press Enter on the keyboard.

Adding Text to the First Page of Your Custom Report

To add text to the first page of your custom report:

1

5

Click Add text near the top of the custom report workspace.

The Entering User Text dialog box appears.

Optional. Select a style for the text from the list provided.

Enter the text in the field provided.

Optional. Click the Background Imageicon to provide a background image.

Provide avalid URL to an image, select one from the tree provided, or upload an
image, and then click OK.

Click OK.

Adding a Header or Footer to Your Custom Report

To add a header to the pages of your custom report:

1

Click Header near the top of the custom report workspace.

The Customize Header dialog box appears.

Define a header using the controls provided.

a Click the left, center, and/or right field(s) provided and add your own text.

b Optional. Add variables using the controls provided at the top of the dialog
box.

Click OK.
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To add a footer to the pages of your custom report:

1

3

Click Footer near the top of the custom report workspace.

The Customize Footer dialog box appears.

Define afooter using the controls provided.

a Click the left, center, and/or right field(s) provided and add your own text.

b Optional. Add variables using the controls provided at the top of the dialog
box.

Click OK.

Configuring Report Properties

To configure report properties:

1

8

Click Properties near the top of the custom report workspace.
The Edit Properties dialog box appears.
Optional. Edit the name of the report.

Optional. Click the Relevant Role(s) icon to define the relevant roles for the
report.

Optional. Click the Allowed Role(s) icon to define the roles allowed to see the
report.

Optional. Provide a descriptive tool tip message for the report.
Optional. Click the Background Image icon to provide a background image.

Provide avalid URL to an image, select one from the tree provided, or upload an
image, and then click OK.

Select the check box at the bottom of the dialog box if you want this report to be
able to be included in other reports.

Click OK.

Running a New Custom Report

To run the new custom report:

1
2

Click Run report near the top of the custom report workspace.

Optional. Click the Time Rangeicon and select Time Range from thelist to edit
the time range.

The Edit - timeRange dialog box appears.
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Adjust the time range settings and click Set.
Optional. Edit the name of the report.

Note This alters the name of the report for this run only. It does not change the name of
the report permanently.

Optional. Select areport format from the list provided.
Optional. Provide a comma-separated list of e-mail recipients.
Click Run.

Scheduling a Custom Report

To schedule the custom report:

To schedule the report, click Schedule report near the top of the custom report
workspace and then follow the instructions under “ Schedule a New Report to run
in the Future” in “Working with PulseNET Reports” in the PulseNET User’s
Guide.
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Working with Users

This chapter describes how to use the Users view (Administration > Users) for:
Creating aUser

Searching for a User

Managing Users

Configuring Password Settings

Configuring User Session Timeout

T Administration > Users

@ Users

Use this dashboard o manage users, and configure passwaord palicy settings.

Aug 30, 2010 14125 PM EDT

% User Look Up

e *Enter part of the user name.

! Look up:

% Create New User
*Irevoke a wizard and Follow the steps bo create users,

‘f‘;}' Manage Users
o “There are 2 users in the system,

=] Password Policy Settings
“Use the Configure Passward Settings dashboard ko edit any policies that vau want to change.

Iy User Session Settings

) *Configure how long users are allowed ko be inactive before they are logged out.
*Currently users are logged out after 60 minutes,
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Creating a User

AsaPulseNET administrator, you can create new PulseNET users.
To create a new PulseNET user from the Users view:

1 Navigate to Administration > Users.

Note You can also create new PulseNET users from the Manage Users view. For
information about how to create PulseNET users from the Manage Users view,
“Create a New User” on page 116.

2 Click Create New User.

A wizard appears and prompts you to provide a name for the new user.
3 Enter aname for the new user and click Next.

Note At any time you can click Previous to go back to the previous step.

The wizard prompts you to assign the new user to a group.

Mew User x
Select a group to assign to Operator 1

Search -

Group Mames =
| PulseMET Adminiskrakors =

& PulseMET Operators

Prewious | Nextl FinishI Cancell

Note A user can be an administrator or an operator, but not both. Administrators have
access to all operator functionality.
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4 Assign the new user to agroup and click Next.

The wizard prompts you to provide a password for the new user. The password
reguirements depend on configurable password settings. For more information,
see “ Configuring Password Settings’ on page 122.

Mew User X

Passwiord I

Confirm Password I

[~ iZhange Password in the next logon

Previous I Nextl FinishI Cancell

5 Type the same password in each of the fields (Password and Confirm
Passwor d) provided.

Note If you want the new user to change the password at first login, leave the check box at
the bottom left selected. If not, clear the check box.

6 Click Finish.

The new user appears in the Manage Userslist (Administration > Users >
Manage Users).
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Searching for a User

You can search the system for a user by using the User Look Up field in the Users View.

T

#y User Look Up
#~g@B  -Enter part of the user name.

| !' Lomk up |

Note You can also search the system for a user from within the Manage Users view. For
information about how to search for a user from within the Manage Users view, “Search for
a User” on page 116.

To search the system for a user using the User Look Up field:
1 Enter all or part of the user’'snamein the User L ook Up field.
2 Click Look up.

If only one user name matches what you entered, the details for that user appear.
If more than one user name matches what you entered, a dialog box, listing the
user names that match, appears.

3 If you are presented with adialog box, select (click to highlight) auser and click
View Detail.

The details for the user you selected appear.
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Managing Users

Users are listed in the Manage Users view (Administration > Users> M anage Users).

T Administeation > Users > Manage Users Aug 30, 2010 1:43:08 PM EDT
}, e User ‘ Remove Users Search Io =
Force
r Mame Lac... ey Change Roles Last Logon Type Audit
Expired
Passw
T adwin - - - PulseMET Administrator, PulsshET Operator Aug 30, 2010 75318 M Bult-In view Aodit
I operator - - - PulsehET Operator Internal  Wiew Audit

In the Manage Users view, you can:
» Sort the Manage Users List
e Searchfor aUser
 Filter the Manage Users List
* CreateaNew User
» View the Configuration Details for an Existing User
 Edit the Configuration of an Existing User
» Copy the Configuration of an Existing User for Creating a New User
» Change the Password of an Existing User
» Expirethe Password of an Existing User
* RemoveaUser

Sort the Manage Users List

To sort the Manage Users list by a particular column heading, click that column
heading. An arrow beside that column heading indicates the order (ascending or
descending) in which the users are sorted.
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Search for a User

Use the Search tool at the top right of the Manage Userslist to search for a specific user.
For instructions on how to use the Search tool, see “Working with Tables’ in the
PulseNET Quick Sart Guide.

Filter the Manage Users List

Use the Search tool at the top right of the Manage Userslist to filter the list. For
instructions on how to use the Search tool, see “Working with Tables” in the PulseNET
Quick Sart Guide.

Create a New User

To create a new user, click New User at the top left of the Manage Users view and then
follow the instructionsin “Creating a User” on page 112.

View the Configuration Details for an Existing User
To view the configuration details of an existing user:
1 Click the user’s name.
A popup menu appears.
2 Click View.
The configuration details for the user appear.

Edit the Configuration of an Existing User
To edit the configuration of an existing user:
1 Click the user’'s name.
A popup menu appesars.
2 Click Edit.
A wizard appears and prompts you to alter the name of the user if you want.
3 If you want to alter the name of the user, do so. If not, skip to the next step.
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4 Click Next.
Note At any time you can click Previous to go back to the previous step.

The wizard prompts you to assign the user to a different group.

Editing user "Operator 1" »
Select a group to assign to perator 1

Search 2.

Group Mames =
| PulseMET Adminiskrakor s I

@  PulseMET Operators

Prewious I Nextl Finishl Cancell

Note A user can be an administrator or an operator, but not both. Administrators have
access to all operator functionality.

5 Optional. Assign the user to a different group.
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6 Click Next.

The wizard prompts you to alter the password for the user. The password
reguirements depend on configurable password settings. For more information,
see “ Configuring Password Settings’ on page 122.

Editting user "Operator 1" 4

Password I

Confirm Password I

™2 Change Password in the next logon

Previous | Nextl FinishI Cancell

7 If you want to alter the user’s password, type the new password in each of the
fields (Password and Confirm Password) provided.

8 Click Finish.

The edited user appearsin the Manage Userslist (Administration > Users >
Manage Users).
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Copy the Configuration of an Existing User for Creating a New
User

To copy the configuration of an existing user for creating a new user:
1 Click the user’'s name.
A popup menu appears.
2 Click Copy.
A wizard appears and prompts you to enter aname for the new user.
3 Enter aname for the new user and click Next.

Note At any time you can click Previous to go back to the previous step.

The wizard prompts you to assign the user to a group.

Mew User x
Select & group bo assign ko Oiperator 2

Search 2.

Group Mames =
| PulseMET Adminiskrakors I

@  PulseMET Operators

Previous I Nextl Finishl Cancell

Note A user can be an administrator or an operator, but not both. Administrators have
access to all operator functionality.

4 Optional. Assign the user to adifferent group.
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5 Click Next.

The wizard prompts you to provide a password for the new user. The password
reguirements depend on configurable password settings. For more information,
see “ Configuring Password Settings’ on page 122.

M Lser x

Paszword I

Zonfirm Password I

W Change password in the ne:xt logon

Previous | Nextl FinishI Cancell

6 Typethe new password in each of the fields (Password and Confirm Passwor d)
provided.

Note If you want the new user to change the password at first login, leave the check box at
the bottom left selected. If not, clear the check box.

7 Click Finish.

The new user appears in the Manage Userslist (Administration > Users>
Manage Users).
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Change the Password of an Existing User
To change the password of an existing user:
1 Click the user’s name.
A popup menu appesars.
2 Click Change Password.
A dialog box appears.

3 Typethe new password in each of the fields (Password and Confirm Passwor d)
provided.

4 Click Change.

Expire the Password of an Existing User
To expire the password of an existing user:
1 Click the user’'s name.
A popup menu appears.
2 Click Expire Password.
A dialog box appears.
3 Click Change Password Next L ogon to force the user to change the password.
A notification icon appears in the Force Change Password column for the user.

Remove a User
To remove one or more Users:

1 Click the check box next to the user’sicon to select the user. Click multiple check
boxes to select multiple users to be removed.

The Delete icon becomes enabled.
2 Click the Deleteicon.

A dialog box appears and asks you if you are sure.
3 Click Delete.
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Configuring Password Settings

As an administrator, you can configure a number of password settings from the
Configure Password Settings view (Administration > Users> Password Policy

Settings). The following password settings are configurable:

Password Setting Default Setting
Days before user password expires 20

Days before administrator password expires 45

Bad logins before user account is locked out 5

Seconds after which lockout expires (0 for no expiration) 900

Minimum password length 7

Number of old passwords that will be remembered 12

Maximum user name length 15

Number of days before password expiry to warn user 15

All other user’s password complexity level 1

« 1: password must be seven or more characters in length and
contain at least one alpha and one numeric character

« 2: password must be seven or more characters in length and
contain at least one apha, one numeric, and one upper case
character

« 3: password must be seven or more characters in length and
contain at least one apha, one numeric, one upper case, and one
special character
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Password Setting Default Setting

Admin password complexity level 2

* 1. password must be seven or more charactersin length and
contain at least one apha and one numeric character

* 2: password must be seven or more charactersin length and
contain at least one apha, one numeric, and one upper case
character

* 3: password must be seven or more charactersin length and
contain at least one alpha, one numeric, one upper case, and one
specia character

User cache expiry in minutes (login is fast until cache expires) 600

To configure one of the password settings:
1 Navigate to Administration > Users > Password Policy Settings.
2 Click the value of the password setting you would like to change.
A dialog box appears.
3 Make the change.
4 Click Save.
To configure a number of password settings:
1 Navigate to Administration > Users > Password Policy Settings.
2 Click Edit at the top l€ft.
The Settings Editor dialog box appears.
3 Makeyour changes.
4 Click Save.

Configuring User Session Timeout

As an administrator, you can configure the user session timeout (Administration >
Users> User Session Settings).
To configure the user session timeout:

1 Navigate to Administration > Users> User Session Settings.
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The Change User Session Timeout dialog box appears.

2 Inthefield provided, enter the number of minutes after which a user will be
logged out.

3 Optional. If you do not want usersto ever be logged out automatically, select the
check box toward the bottom of the dialog box.

4 Click Ok.



Support

This chapter describes how to use the Support view (Administration > Support) for:
« Generating a Support Bundle
* Requesting Support
* Managing Support Bundles

T Administration > Support fug 30, 2010 1:14:56 P ECT

C’ Support

Options to get suppart.

Generate Support Bundle
=]
b A Invoke support bundle generation. Once it is generated, i can be downloaded.

( -;g Request Support
248 -sendus an emal bo request support,

—, Manage Support Bundles
“hY -youhave no suppott bundles.
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Generating a Support Bundle

You can request diagnostic data from PulseNET. The data gets saved as a collection of
files, in the .ZIP format, called a support bundle.

It isnot difficult to generate a support bundle, but it does take time. The time it takesto
generate a support bundle depends on the number of monitored devices and the length
of time PulseNET has been monitoring those devices.

To generate a support bundle:

1 From the Support view (Administration > Support), click Generate Support
Bundle.

PulseNET creates the .ZIP file in the <pulsenet_home>/support/<user_name>
directory on the computer hosting PulseNET.

2 To download the new support bundle now, click Download Now.

The support bundles you download are listed in the Manage Support Bundles
view (Administration > Support > M anage Support Bundles). For information
about managing support bundles, see “Managing Support Bundles’ on page 128.

Requesting Support

You can request support for PulseNET through email.

To reguest support through email, it is best practice to first configure PulseNET email
settings. For instructions on how to configure PUlseNET email settings, see Chapter 2,
“Configuring System Settings’. If you have not configured PulseNET email settings,
PulseNET will open the support request for you to send through an external email client.

Important If you are requesting support through an external email client and you want to attach a
support bundle to the request, you will have to generate and attach the support bundle
manually. For information about how to generate a support bundle, see the “Generating
a Support Bundle” section.
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To request support:
1 From the Support view (Administration > Support), click Request Support.

The Request Support dialog box appears.

Request Suppork X

Arccess Code * I

[T Include Support Bundle: Email Configuration not setup
[T Create Suppart User
Subject * I

Body * :I

[

* indicates required Field

Fequest Suppork Mow | Cancel |

2 Typeyour customer number in the field provided.

3 Leavethelnclude Support Bundle check box selected if you want to include a
support bundle.

A support bundle will be generated and included in the support request.

4 Leavethe Create Support User check box cleared, unless the Support team
requests that you select it.

5 Type an appropriate subject in the Subject field.
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6 Type adescription of the problem in the Body field.
7 Click Request Support Now.
Your request for support is sent to the GE MDS Technical Support Department.

Managing Support Bundles

Generated support bundles are listed in the Manage Support Bundles view
(Administration > Support > M anage Support Bundles).

T Adiistration » Support > Manage Support Bundles Sep 1, 2010 12110:15 PMEDT
T»E'.Generate Suppott Bundle Delete Seatch ol =
r Mare (reate Tine
© support_bundle_torrdyi60_pnAdmin_2010-09-01_12-03-09 91/10 1203 PM [

In the Manage Support Bundles view, you can:
« Sort the Support Bundles List
» Search for a Generated Support Bundle
« Filter the Support Bundles List
» Generate aNew Support Bundle
» Download a Generated Support Bundle
» Delete a Generated Support Bundle
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Sort the Support Bundles List

To sort the support bundleslist by name or create time, click the Name or Create Time
column headings as required.

Search for a Generated Support Bundle

Use the Search tool at the top right of the support bundleslist to search for a specific
generated support bundle. For instructions on how to use the Search tool, see “Working
with Tables” in the PulseNET Quick Sart Guide.

Filter the Support Bundles List

Use the Search tool at the top right of the support bundleslist to filter the list. For
instructions on how to use the Search tool, see “Working with Tables” in the PulseNET
Quick Sart Guide.

Generate a New Support Bundle

To generate anew support bundle, click Generate Support Bundle at the top left of the
Manage Support Bundles view and then follow the instructionsin “Generating a
Support Bundle” on page 126.

Download a Generated Support Bundle
To download a generated support bundle:

1 Click the size valuefor the generated support bundle at the far right of the support
bundleslist.

The Download Now button appears.
2 Click Download Now.
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Delete a Generated Support Bundle
To delete a generated support bundle:
1 Click the check box next to the support bundl€'sicon to select the support bundle.
The Delete button becomes enabled.
2 Click Delete.
A dialog box appears and asks you if you are sure.
3 Click Delete.
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Appendix: Custom Report Metric
View Parameters

The following tables list and describe the Metric View options.

Metric View Chart Options

The options available depend on the type of chart you select.

Parameter

Description

Options

Use these settings as

The configured settings are used as

Check box

default the default settings.

Metric value Specifies the type of value to be None, Average,
displayed for one metric, or all Minimum,
metrics, in achart. Maximum

Show one chart per A separate chart is displayed for Check box

metric each metric.

Only show axis of Only the axesfor the selected metric | Check box

selected metric are displayed.

(different charts will

line up)

Show thresholds for If ametric has athreshold, it is Check box

selected metric displayed.

Show data at both start | Datais shown at both the start and Check box

and end of intervals

end of intervals. Thisappliesonly to
plot and area charts.
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Parameter Description Options

Honor bounds Sets the chart axes so that they do Check box

(calibrated max, unit not go out of the chart boundaries.

bounds)

On Select Specifies what you want a select Drilldown,
action to invoke. Highlight

Show overall Displaysthe overall valuefor theset | Average, Min,
time range as a dashed line. Max

Show min/max as

Displays the minimum and
maximum per interval.

Envelope, Marks,
Lines

Show baseline min/max
as

Displays the baseline minimum and
maximum.

Envelope, Marks,
Lines

Show standard Highlights arange per interval. Envelope, Marks,
deviation as Lines
Standard deviation Displaysthe high and low (that is, 1,23
multiplier deviation from the average) values.
Show Average Line Emphasizes the highest and lowest | Check box
values.

Metric View Gauge Options

The options available depend on the type of gauge you select.
Parameter Description Options
Use these settings as The configured settingsare used as | Check box
default the default settings.
Indicator Size Highlights a fluctuating value in Normal, Wider

your real-time application in a
visually meaningful way.
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Parameter Description Options
Bar Thickness Determines the thickness of the bar. | Thinner, Normal,
Thicker
Metric Value Source Specifies the metric value to be Metric Current,
displayed, the current value or the Metric Period
average over the configured period.

Metric View List Options
The options available depend on the type of list you select.

Parameter Description Options

Use these settings as The configured settings are used as | Check box
default the default settings.

Show Sparkline Displays a sparkline for each metric. | Check box.

Show Column For Displays the columns you select. Check boxes for:
Min, Average,
Max, Sum,
Baseline Min,
Baseline Max,
Standard
Deviation
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deleting editing master seed settings 48

licenses 33
report schedules 103
schedules 27
support bundles 130
Device Selection view 57, 75
devices
authorizing 57, 68
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decommissioning 57, 73
summary statistics 73
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Dlink discovery 63
filtering a list 76
ineligible 62
Ineligible Devices List 63
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creating 57
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recommissioning 73
searching for 76
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discovery
configuration
change 62, 68
devices 57, 76
Dlink devices 63
progress 62, 68
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devices 62, 68
SNMP devices 58
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adding a master seed 47
configuring 37
advanced settings 49
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downloading
support bundles 129
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email settings
configuring 18, 20
properties 19
exporting
Ineligible Devices List 63
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configuring 57, 69
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Manage Users List 116
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Support Bundles List 129

G

generating
reports 99, 100

support bundles 125, 126, 129

ineligible devices 62
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requesting 29
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report schedules
creating 102
deleting 103
managing 101
Reporting view 99
reports
custom
adding a footer 107
adding a header 107
adding a view 103, 106
adding text 107
bulding 103
configuring properties 108
creating 99
editing 99
naming 107
running a report 108
scheduling a report 109
generating 99, 100
managing 99, 100
scheduling 99, 100
requesting
licenses 29
support 125, 126
roles
Administrator 9
Operator 9
rule email notification
turning on or off 82
rule thresholds
configuring 80
rules
custom
creating 83
deleting 97
editing 97
email actions 94
example 83, 86, 88
metric view

parameters 131, 132, 133
parameters 91

SNMP trap actions 96
topology types 92
triggering types 91
types 91
descriptions 78
disabling 80
email notification 82
enabling 80
SNMP trap actions 82
thresholds 80
working with 77
Rules view 77

S

schedule configuration

Dlink devices

disabling 55

schedules

adding 24

copying 22

deleting 27

editing 22

managing 22
scheduling

reports 99, 100
searching

device lists 76

Manage Users List 116

master seed tables 53

SNMP tables 46

Support Bundles List 129

users 111, 114

server
starting 10
stopping 12
session
user
timeout 111, 123
SNMP

adding a community string 39
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configuring 37, 38, 46

configuring advanced settings 42
deleting a community string 39

deleting credentials 41

editing credentials 41

migrating devices 44
SNMP Configuration view 38
SNMP tables

filtering 46

searching 46

sorting 45
SNMP trap actions

enabling 20

turning on or off 82
sorting

device lists 75

Manage Users List 115

master seed tables 52

SNMP tables 45

Support Bundles List 129
starting the server 10
stopping the server 12
support

requesting 125, 126
support bundles

deleting 130

downloading 129

generating 125, 126, 129

managing 125, 128

searching for 129
Support Bundles List

filtering 129

sorting 129
Support view 125
system

configuration 28

T

timeout

Index

user session 111, 123
trigger delay value 56

U

users
changing a password 121
configuing password settings 111, 122
configuration details 116
copying a configuration 119
creating 111, 112, 116
editing a configuration 116
expiring a password 121
Manage Users List 115, 116
managing 111, 115
removing 121
searching for 111, 114

Users view 111

\Y

views

Collection Configuration 37
Collection Scheduler 53
Configure Password Settings 122
Device Selection 57, 75
Dlink Configuration 46
Licensing 29

Manage Licenses 32

Manage Reports 100
Manage Support Bundles 128
Manage Users 115
Reporting 99

Rules 77

SNMP Configuration 38
Support 125

Users 111
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IN CASE OF DIFFICULTY...

If you have problems, comments or questions pertaining to the MDS PulseNET application, please
contact GE MDS using one of the methods listed below:

Phone: 585 241-5510

E-mail: gemds.techsupport@ge.com
FAX: 585 242-8369

Web: www.gemds.com
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